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Mr. lon CHICU,
Prime Minister of the Republic of Moldova

he global COVID-19 coronavirus pandemic — an unprecedented crisis and one of the

greatest tests we are all currently facing - has shaken the very foundations of the infra-
structure preparedness. In a rapidly changing world and as the pandemic crisis has taught
us, digital transformation is no longer an option. It is a necessity.

Information technology has become vital and an integral part of everyday life. The
positive impact of technology on society has brought change and is continuously helping
us to reach new heights that have never before been conceived. Along with a series of
TYMIW GJSJ*YX NSKTWRFYNTS YJHMSTQTLA HFS JRUT\JW \T
national and international infrastructure goals in a transformative manner.

COVID-19 pandemic crisis has impacted our lives and changed many daily routines in
a considerably short time, accelerating digital transformation and heavier reliance on dig
ital services. While we had to adapt to a new reality, technology has proved to be a useful
and necessary tool to help ensure that governments continue to provide essential public
services during the COVID-19 crisis. The crisis has strengthened and reshaped our saci
ety’s dependency on ICT and the Internet due to the more widely adopted remote working
and distance learning practices. The importance of largely investing and developing an
extensive digital infrastructure became thus imperative, ensuring equitable access to dig
ital infrastructure, which has never been more important than now. The ‘New Normal’ has
brought to light both the advantages of an innovative and robust public administration and
the need for thorough understanding and reassessing the implications in cyber security.

OMJ ZXJ TK INLNYFQ YIJHMSTQTLNJIJX MFX UWTKTZSIQ™ HMF ¢
YIJHYZWJ TK TZW I[JRTHWFHNJX 9MJ H*GIJWXUFHJ MFX GJHTR
attacks becoming a powerful, low-cost option of warfare. Therefore, cyber security is es-
sential and critical with governments across the world prioritizing the issue of cyberspace,
focusing both on developing mechanisms of preventive action and capacity building, as



well as laying grounds for greater cooperation at the international level by addressing
mutual concerns and identifying tools for enabling a safer cyber environment for all of us.

One of the lessons the pandemic has taught us is that we can never be fully prepared
for such ‘Black Swan’ events as COVID-19 and that the profound knock-on effects for
almost every aspect of our lives and economies are far-reaching. That is exactly why we
have to be prepared to adapt and make sure we have a robust cyber environment. The dy-
namic and fast-moving nature of cyber security is increasing our proactiveness, vigilance
and resilience at all levels. It is my strong belief that developing a secure, sustainable and
resilient cyberspace requires a multi-stakeholder’s approach, bringing together govern-
ments, ICT communities, industries, academia, which are essential to building effective
resilience capabilities. Despite the current challenges, we can work together as to seize
the opportunity.

We must become more agile in adjusting or developing national cybersecurity strat-
egies, as well as legal and regulatory framework regarding cyberspace. More than ever,
cyber security requires international cooperation and an increased trust, at all levels, be-
tween countries and industries. Collaboration at the policy, technical and law enforce-
RJIJSY QJ[JQX FWJ [NYFQ YT UWTYJHY ZX FSI FQQT\ ZzX YT \TV
exchanging knowledge and information to address common challenges. Furthermore, we
MF[J YT OTNS TZW JKKTWYX YT \TWP YT\FWI ZSN*JI F\FWJSJ;

In this respect, the 8" edition of Moldova Cyber Week “Building a strong cybersecuri -
ty infrastructure in the New Normal”, that has embraced a fully digital format, provides a
great opportunity and a platform for an open dialogue on perspectives of cybersecurity in
a new reality. As the COVID-19 pandemic accelerates digital transformation, it is essential
that we all take a cognizant look at our cybersecurity posture and implement concrete
measures aimed at building a stronger level of digital trust and enabling a robust cyberse-
curity environment in a post-pandemic world as we all walk this path together.

Along this path, it is our common opportunity to grow together by learning from each
other and by supporting a cybersecurity community without boundaries. COVID-19 pan-
demic has revealed the importance of international, cross-stakeholder coordination, build-
ing partnerships and developing common approaches to strengthening cyber resilience.

FR HTS*I1JSY YMFY 2TQIT[F ("GJW <JJP \NQQ HTSYWNG
and cooperation, as well as raising the cybersecurity awareness in challenging times, but
also sharing knowledge and information, exchanging ideas and good practices on ways to
continuously improve digital trust across institutions, industries and individuals as cyber
security in the ‘New Normal’ is our shared responsibility.



Mr. Serghei POPQOVICI,
IJNWIHYTW TK YMJ 5. g.SKTWRFYNTS 9JHMSTQTL"

JNXYNSLZNXMJII TK*HNFQX FSI IJFW UFWYNHNUFSY?

am honored to welcome youtothe 8" JINYNTS TK YMJ f2TQIT[F ("GJIJW <JJ
I— a high-ranking conference gathering that aims to strengthen collaborations between
governments, the private sector, academia and various cyber stakeholders. The MCW
FQNLSX YMJ HFUFGNQNYNJX FSI YMJ JJUIJWYNXJ TK UFV
cyber security domains such as incident management, raising awareness of potential
threats and presenting remedial solutions. COVID19 presents us with an unprecedented
challenge in all areas of digital activity, but Covid-19 has also shown the importance of
digital technologies and their capabilities at ensuring reliable supply of essential services,
JKKJHYN[J LT[JWSFSHJ FSI UT\JW TK JK*HNJSY HTRRZSNHFY
The Information Technology and Cyber Security Service is pleased to be one of the
TWLFSN_JWX TK 2(< J[JSY FSI \J FWJ HTS*IJSY YMFY 2(<
need for a secure cyberspace infrastructure at enabling an environment for the use and
implementation of innovative technologies.
2(< NX F +FLXMNU FSSZFQ NSKTWRFYNTS YJHMSTQTL”™ J[J
in the cyberspace calendar. The event brings together the cyber knowledge experts, prac-
titioners specialists in cybersecurity, policy makers, private and public personalities and
external partners who have demonstrated unconditional support and solidarity for MCW
FR HTS[NSHJI YMFY G»" HTTUJWFYNSL \NYM NSXYNYZYN
gy providers, the quality and security of IT applications and related products will increase
YMWTZLM FS JK*HNJSY FSI JKKJHYN[J UWTHJXX
The 3-day event aims to bring together the national and international community into
an open dialogue and discuss current cybersecurity issues such as: adapting the legisla-
tive framework to the new normal, cyber governance and risk management based on the



YTU YMWJIFYX TK "JFW YMJ IJ*SNYNTS TK HWNYNHFQ NSI
tional cybersecurity cooperation, combating cyber fraud, etc. We want to draw upon your

learning and knowledge sharing to improve the cyber ecosystem and to develop a national

cyber security infrastructure and a culture of cyber security among our citizens. Given the

diverse cyber capabilities of specialists in the regional and international context, we in

Moldova rely on a coordinated approach.

The initiatives we take are to strengthen the Moldovan cybersecurity capacity at both
policy and technical level. We ensure that Moldova is adequately cyber competent at im-
plementing all the necessary measures and regulations designed to promote peace and
security in an increasingly sophisticated and hyper-connected cyberspace.

. FR HTS*IJSY YMFY YMJ XUJRPIAWSX NS 2/(MNX \NQQ XMFWJ °
edge and experience and enable Moldova to better understand and channelize ideas to
SFINLFYJ RTWJ JK*HNJSYQ” YMJ HMFQQJSLJX TK YMJ INLNYF
*WR FSI \FSY YT NIJSYNK”A TUUTWYZSNYNJX NS JRIJWLNSL Y
structure, capabilities and relationships at addressing tomorrow’s cyber challenges.



Mr. Viorel BOSTAN,
PhD Dr. Hab Rector, Technical University of the Republic of Moldova

JNXYNSLZNXMJII TK*HNFQX FSI IJFW UFWYNHNUFSY?

he impact of COVID-19 has led organizations and their staff to adopt and implement

new technologies for continuity of work in a short time frame. As more and more
organizations are implementing the online work culture, there is ever more dependence
and reliance on computer systems, mobile devices and the internet. This has opened a
Pandora’s box of new cyber threats, online frauds, phishing and malware activities and
loss of personal data.

As more and more of our citizens take - up the online route and undertake work, com-
municate, shop, share and receive information to mitigate the impact of social distancing,
the more the malicious actors are exploiting these new found naive cyber citizens. Cyber
security institutions and individuals are required to engage in full cooperation to detect,
investigate and keep criminal cyber activity to the minimal.

The increased frequency of cyber-attacks as well as their level of sophistication are
JJUQ”™ INXYZWGNSL FSI NRUFHYNSL YMJ JHTSTR” *SFSHJX
Cybercrimes affect one and all, whether it's individuals, businesses, public sector or the
STS UWT*Y XJHYTW &QQ TK YMJIXJ FWJ HQJFW \FWSNSLX YMI
be taken seriously and be treated with a high level of urgency and following a systemic
approach. We all are required to join hands to safeguard illicit use of cyberspace and its
related crimes and promote a sense of national cyber security through the strategic use
of cyber security instruments and the collection, analysis and dissemination of cyber in-
telligence.

The situation requires effective countermeasures, and today | am really glad to see ev-
eryone who has joined us - in a completely online format of Moldova Cyber Week (MCW)

J[IJSY [IJHNIJI FSI LZNIJI G~ YMJ fSJ\ STWRFQg 9MJXJ M



ZX YT WINS[ISY TZWXJQ[JIX FSI *SI NSST[FYN[J XTQZYNTSX Y
One of the essential and fundamental keys of successful cybersecurity ecosystem

is collegial and joint effort between government, industry and universities. These are the

reasons why Technical University of Moldova puts considerable efforts to develop its ex-

pertise, build successful partnerships with industry leaders, train competent professionals

FSI HTSYWNGZYJ XTQNIQ” YT SJ\ YIHMSTQTL” 1J[JQTURJSYX

it is an honor and responsibility to be the co-organizers of the main cybersecurity forum of

Republic of Moldova, Moldova Cyber Week.
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Conference Chair, Ms. Natalia SPINU,
Chief of Center for Response on Cybersecurity Incidents,
Information Technology and Cyber Security Service

Welcome to “Moldova Cyber Week 2020”

[JW YMJ QFXY "MJFWX f2TQIT[F (*"GJIW <JJPg MFX \JQHTRJI
UFWYNHNUFSYX (TSYNSZNSL YMJ YWFINYNTS YMNX ~,
\FX KFHJI \NYM F IZFQ HMFQQJSLJ YMJ *WXY YT RFPJ YMJ J]
f2TQIT[F ("GJIW <JJIJPg WIQJI[FSY KTQQT\NSL YMJ NRUFHY TK (
INQNLJISYQ" FY REPWSNTBMUK 2 (< UJWYNSJISY FSI UT\JWK
and regional context and curated an event at strengthening the debate in and around cy-
ber security infrastructure.

This year, Covid-19 revolutionized our way of life, societal interactions and came to de
*SJ F SJ\ STWRFQ 9MJ HAGIJWXUFHJ FQXT GJHFRJ RTWJ FHY
becoming online, work from home culture taking precedence and cybersecurity encoun
tering new challenges in a fast paced changing cyber environment. We as a cyber security
community have been confronted with a new set of challenges and the new normal has
made it all the more important to work together in a conducive and constructive manner
to tackle these challenges.

OMJI™ JINYNTS TK YMJ f2TQIT[F (*"GJIJW <JJP g RJIJYX YMJX
YTLIYMIJW NRUTWYFSY HAGIJW XJHZWNY” XYFPIMTQIJWX KTV
with a clear focus and devotion to the cause of cyber security.

OMJ UJWNTI KWTR 2FWHM TS\FWIX MFX XMT\S YMFY S°
taken for granted and the world of cyber security in particular is always evolving with new
threats, need for more robust architecture and more investment in better and secure al-
gorithms in cyberspace. The dynamics of the world evolve and mutate in cyberspace and
the variables keep changing the equation, thus making cyberspace an ever evolving and
HMFQQJSLNSL UWTGQJR XJY 9MJ SJ\ STWRFQ MFX RFIJ ZX

11



co-curated digital development framework, which incubates opportunities and reduces
threats and risks in providing the society and all its citizens to work in a secure cyber en-
vironment.

+TW YMNX AJFWcX JINYNTS TK f2TQIT[F (*"GJW <JJP g \.
SJ\ STWRFQ 9MJ SJ\ STWRFQ MFX WJIJ*SJI TZW \FA TK \TWP
activity set, and brought forth a new set of challenges in cyberspace. Cyberspace and cy-
bersecurity in particular has been at the cornerstone of encountering new challenges with
more and more people becoming online and the limits of our critical cyber infrastructures
being questioned. COVID-19 has also offered us a new vector of opportunities to develop
our cyber security and make it more agile, scalable and cyber malware proof and all that
NS F RFYYJW TK *[J RTSYMX 9TIFA" RTWJ YMFS J[JW JFHM TK
YT PJJU TZW GZXNSJIXX F+TFY YT WZS TZW *SFSHNFQ NSXY|
meeting the need for essential services in healthcare and education.

f2TQIT[F ("GJIJW <JJP g JRGTINJIX 1JJU INXHZXXNTSX U\
platform to work together in building a strong and collaborative partnership between pri
vate and public sector enterprises, governmental institutions and academia in preserving
our societal norms in cyberspace for each of our citizens.

I would like to express my sincere gratitude to all the co-organizers, partners and to
each and every one who contributed and worked tirelessly in organizing this year’s online
HTSKIJWJSHJ FSI \JGNSFWX >TZW XJQ+JXX XZUUTWY I1J[TYN
*JQI TK HAGIWXJIHZWNYA”A NX \MFY RFPJIX f2TQIT[F ("GJIW <JJP
tive debates, learnt lessons, insightful keynotes and practical knowledge and experience
sharing.

I wish you an enjoyable conference and | strongly believe that our reunion will be useful
and will have a positive impact both nationally and internationally, because together we
FWJ XYWTSLIJW . MTUJ YMFY "W MINYNIUWNKSRTQNIR [FM2?GIW <J
will enrich our understanding, knowledge and make us think critically towards a more se-
cure and prepared cyber security architecture and most importantly make us believe in the
power of standing together and to face the times that are yet to challenge our cyberspace.

12



HISTORY

2-3 October, 2013

The 1st edition

“Cyber Security in Moldova:
Challenges, Trends and Responses”

15 October, 2014

The 2nd edition

“Cyber Security in Moldova:
Challenges, Trends and Responses”

15 October, 2015

The 3rd edition

"The role of the Public-Private
Partnership in the field of cybersecurity”

28-30 November, 2016

The 4th edition

“Cyber exercises for people with
decision-making functions

in the public and private sectors”

21-23 November, 2017

The 5th edition

“ITU Joint ALERT cyber drill
for Europe and CIS Regions”

29 October—02 November, 2018
The 6th edition

“Building a Secured Digital Future
through Partnership”

19-20 November, 2019
The 7th edition

“Regional Cyber Resilience
Forum & Workshops”
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Building a strong cybersecurity infrastructure
In the New Normal

FZSHMJI NS f2TQIT[F ("GJIW <JJPg NX F QFWLJ SFYNTS
Lannually under the patronage of the Government of the Republic of Moldova. This year,

the 8th edition of the event is organized by the P.I “Information Technology and Cyber Se-
HZWNY”N 8JW[NHJg 9JHMSNHFQ :SN[JWXNYA"N TK 2TQIT[F .SYJ
and European Union.

Mission

f2TQIT[F ("GJIW <JJPg RNXXNTS NX YT HWJFYJ FS TUJS II
from the region and the international community on issues and challenges impacting and
structuring the policies and frameworks on Cybersecurity. The MCW is an inclusive forum,
advancing debates, accentuating partnerships between private and public decision mak-
ers and creating a deep dialogue platform for inter-governmental and inter-agency policy
makers, advisors and the society. The event presents an active participation platform,
that integrates enlightening keynotes, in-depth panel discussions, networking opportuni
ties, Q&A sessions and deep dives into actionable insights that strengthens cybersecurity
strategies for the future.

Online Conference &Webinars 2020

9MJ "JFW FSI YMJ NRUFHY TK (4;.) MFX RFIJ TWLFSI
technologies such as Cloud, Mobility, Internet of Things (IoT) and this has opened up a
whole new avenue for cyber threats and crimes.

>JFW MFX IJRFSIJI F HTRUWJMJSXN[J NSYJLWFYJI FS
dressing the cyber security challenges and all that taking into account the remote environ-
RJSY TK \TWPNSL 9MJ f2TQIT[F ("GJW <JJPg XMFQQ TGOJHYI
the realm of national and regional contexts and explore further the challenges posed by
cyber security in the age of the ‘New Normal'.

OIMJ 2(< NS YMJ 3J\ 3 TWRFQ HWJFYJX F XJHZWJ XUFH.
advise and infer the current global strategic puzzle of Cyber security. The event aims to
deep dive into the security challenges presented by COVID19 and how the ‘New Normal’ in
the fast growing digital landscape presents opportunities and new threats in cyberspace.

14



Agenda
1t Day Wednesday, November 25

A Welcome address
Cybersecurity Infrastructure in the New Normal

Cyberattacks are now the fastest growing crime on a global scale. As
COVID19's second wave takes shape and the second wave of shutdown
is implemented in many of the European nation states - interpersonal in-
teractions have given way to cyber interactions. Our home environments
have been transformed to a more digital setting and the onslaught of
cyber-crimes and vulnerabilities in the cyber landscape are increasing by
the day. The panel presents the new Cybersecurity infrastructure chal-
lenges from an industry and the government perspective and brings to-
gether experts to discuss some of the fundamental cyber infrastructure
HMFSLJX YMFY YMJ f3J\ S TWRFQg MFX GWTZLMY NS

4UJSNSL HIWJRTS"?

H.E. Mr. lon CHICU, Prime Minister of the Republic of Moldova

Mr. Malcolm JOHNSON, Deputy Secretary General at International Tele

communication Union

H.E. Mr.Peter MICHALKO, Ambassador of the European Union to the

Republic of Moldova

H.E. Mr. Dereck J. HOGAN, U.S. Ambassador to the Republic of Moldova
Mr. Serghei POPOVIC] Director, Information Technology and Cyber Se-

curity Service, Republic of Moldova

Mr. Viorel BOSTAN, Dr. Hab, Rector, Technical University of Moldova, Re
public of Moldova

2TIJWFYTW 2X 3FYFQNF 85.3: (MNJK TK (JSYJW K
TS ("GIWXIHZWNY” .SHNIJSYX .98*( 7JUZGQNH TK

A KEYNOTEOMJ O9OMWJIFY 1FSIXHFUJ TK
Mr. Martin LEE, Technical Lead of Security Research Talos, Cisco’s threat
intelligence and research organisation

15
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Panel Discussion Panel Discussion
Cyber Policy Governance and Risk Management

AWLFSN_FYNTSX FWJ NSHWJFXNSLQN HTSHJWSJI F
dentiality, integrity and availability. Compromised data is the biggest risk

that organizations face, as data is information and data loss damages

YMJ YWZXY FSI WJUZYFYNTS TK FS TWLFSN_FYNT
losses. Today’s pragmatic approach by organizations to address cy-
ber-attacks is good, but it remains to be seen whether such solutions

address the problem of pre-emptive cyber threats before they cause too

much damage. It remains to be established whether the quantitative es-

timate of the potential impact (i.e. the risk) is accurate, whether invest

ments for the protection of important assets are appropriate, and wheth

er overall governance of the decision about cyber risk management is

optimal. The panel shall address some of the fundamental questions

around Cyber governance and risk management.

BUJFPJIJWX

Mr. Jaroslaw PONDER, Head of the International Telecommunication

:SNTS 4K*HJ KTW *ZWTUJ

Ms. Eneken TIKK Executive Producer, Cyber Policy Institute, Finland

Mr. Mihai (lon) DANTIS, Expert, European Union Project “Improving Cy-

ber Resilience in the Eastern Partnership Countries (Armenia, Azerbaijan,
'JOQFWzZX ,JTWLNF 7JUZGQNH TK 2TQIT[F :PWFNSJ
Ms. Franziska KLOPFER, Project Coordinator, DCAF - Geneva Centre for

Security Sector Governance, Switzerland

Mr. Radu STANESCU, Senior Information Security Consultant, European
Parliament, CEO Sandline, Romania

2TIIWFYTW 2W .ZQNFS (-.+: 5WJXNIJSY (JSYJW K
and Early Warning, Romania

KEYNOTE

** )JNLNYFQ .RUWT[NSL (*"GJW 7JXNQNJSHJ NS YMJ
Countries

Mr. Besnik LIMAJ, Team Leader of the European Union Project “Im-

proving Cyber Resilience in the Eastern Partnership Countries (Armenia,

& JWGFNOFS '"JQFWzZX ,JTWLNF 7JUZGQNH TK 2T



KEYNOTE

EWYN*HNFQ .SYJOQQNLJSHJ FSI HAGIJW XJHZWNYA?
Mr. Mika LAUHDE, Huawei Global Vice-President for Cyber Security and
Privacy

Panel Presentation
Emerging trends in Cybersecurity, Cybersecurity Challenges
FSI 4AUUTWYZSNYNJX

In this panel, the international experts within private sector are invited to

share their vision on future of cybersecurity, in order to increase the per-

formance and automation of organizational processes, providing also

examples and good practices for addressing cyber risks and threats.

Trends and directions in the development of cyber security threats are in-
HWIFXNSLQ” INK*HZQY YT NIJSYNK” IFYF UWTYJHY
in organizations must be continuously adapted to prevent cyber security

risks, and manufacturers of cybersecurity technologies and solutions in

YMJ *JQI FWJ YMJ RTXY NSKTWRJI FSI UWJUFWJI K
The continuous updating and investment of resources in the right di-

rection of development to strengthen security measures annually saves

millions of users, not to mention the colossal amounts of money saved.
BUJFPJIJWX

Mr. Volodymyr ILIBMAN  f-T\ YT NSHWJFXJ YMJ JK*HNJSH~*
YNTS TK HAGIWXJIHZWNY” NS "TZW TWLFSN_FYNTS
Cisco

Mr. Olexandr POGREBNOY, “Hidden Threats, the most unexpected rea-

XTSX TK NSKTWRFYNTS QJFPFLJg 8TQZYNTS 2FSFL
Mr. Dan DEMETER f&59 9MWJFY 1FSIXHFUJ TK <MF
JJUJHY KWTR YMJ KZYZWJ$g 8JHZWNY? 7IXIFWHM
Mr. Sergey KUZNETSOV f5WTYJHYNSL IFYF NS YMJ )NLNYF
Regional Director, Thales

Moderator: Mr. Dinu TURCANU, Vice-Rector, Technical University of
2TQIT[F 7JUZGQNH TK 2TQIT[F

17
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KEYNOTE

Creating Effective Cyber Security Ecosystems

Mr. Ramsés GALLEGO .SYJWSFYNTSFQ (MNJK 9JHMSTQTLA"
Micro Focus

KEYNOTE

("GIWXJIJHZWNY” NS &NW 9WFK*H 2FSFLJRJSY

Mr. Veaceslav FRUNZE &HYNSL )NWJHYTW FY 2TQIF[NFS &|
Authority (MOLDATSA)

Mr. Patrick MANA, Cyber-Security Cell Manager - EATM-CERT Manager

at EUROCONTROL

Panel Presentation
7J1J*SNSL ("GIWXIJHZWNY”A TK (WNYNHFQ .SKWFXY\

Critical infrastructure protection is a long-standing priority, but many or-
ganizations lag in their response to cyber threats. COVID-19 has broad

JSJI YMJ IJ*SNYNTS TK HWNYNHFQ NSKWFXYWZHY
minder to enterprises to question which systems are essential for their

operations. Organizations managing critical infrastructure must devel-

op a proactive cybersecurity posture, but COVID19-led disruptions have
heightened this challenge. For example, disruption of supply chains could

prove disastrous during an emergency and small and medium scale en-

terprises may have to shut shop. Thus, new dimensions are being added

YT YMJ IJ*SNYNTS TK (WNYNHFQ .SKWFXYWZHYZW.
that even personal protective equipment (PPE) could become a part of

critical infrastructure during a pandemic. The panel discusses the ‘Criti

HFQ .SKWFXYWZHYZWJc FSI NYX SJ\ INRIJSXNTSX F.
\MFY NY RIJFSX NS YMJ b3J\ STWRFQg

BUJFPJIJWX

Mr. Roberto SETOLA, PhD, Professor at the University Campus Bio-Med-

ico of Rome, Director of the Complex Systems and Security Lab

Mr. Stanislav FESENKO, Head of System Solutions, Group-1B

Mr. Alexandru BERTEA “Advanced Threat Intelligence in modern Secui

Y 4UJWFYNTSX (JSYIJWXg ("GIWXJIJHZWNY”™ 5WTIZF
Republic of Moldova



2TIIJWEYTW 2W 2FW\FS 'JS 7&(-*) 9JHMSNHFQ 4K*}
9JQJHTRRZSNHFYNTS )J[JQTURJSY '"ZWJFZ- .SYJW S
nication Union

KEYNOTE

Strengthening National Cybersecurity

Mr. Lavy SHTOKHAMER Executive Director at Israel National Cyber
Directorate

Panel Presentation
'"ZNQINSL F 3FYNTSFQ ("GIWXJHZWNY”" (FUFHNY~" ~
(TZSYWNJX 7IJLNTSFQ FSI .SYJWSFYNTSFQ ("GJWXJ

National capacity building for new and emerging technology is nev-

JW JFEXA* 9MNX NX RTWJ INK*HZQY KTW F XRFQQ
sources. Al is a broad term with applications to all aspects of human

QNKJ _ JHTSTRNH XTHNFQ FSI UJWXTSFQ O0J™ HT
from setting a vision and strategy that addresses the economy, Jobs /

Workforce, Commercialization, Industrial Automation, Government Sys

tems, national security, law, society, governance and execution. These
considerations have known and unknown consequences and internal

and external dependencies. Thus, national capacity building is a con-

tinuous process especially in context to cybersecurity that is an ever
JI[TQINSL *JQI 9MJ UFSJQ UWJIXJIJSYX QJIJXXTSX FSI
countries in the regional and global context and addresses some of the

regional and international cybersecurity cooperation impacting National
Cybersecurity capacity building.

BUJFPJIJWX

Ms. Amy MAHN, International Policy Specialist, National Institute

of Standards and Technology, Applied Cybersecurity Division,

U.S. Department of Commerce

Ms. Brittany A. MANLEY g("GIJWXJHZWNY”" HFUFHNY”" GZNQ|
YNTSg &XXTHNFYJ ("GIWXJIJHZWNY? 4UIJWFYNTSX 7
at the Software Engineering Institute

19
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Mr. Adli WAHID, Expert, the European Union Project “Improving Cyber
Resilience in the Eastern Partnership Countries (Armenia, Azerbaijan,

Belarus, Georgia, Republic of Moldova, Ukraine)

Mr. Dan CIMPEAN General Director at National Directorate of Cyber

Security, Romania

Moderator: Mr. Radu STANESCU, Senior Information Security Consut

YFSY *ZWTUJFS 5FWQNFRJSY (*4 8FSIQNSJ '"ZHMF

Panel Presentation
The New Reality Post-COVID-19. Cybercrime and Financial
Fraud-Cybersecurity challenges

("GIJW FYYFHPX NS YMJ KTWR TK *SFSHNFQ QTXXJ
and compromised consumer data can subject businesses under strict

regulations and costly settlements. With the advent of digitization and
FZYTRFYNTS TK *SFSHNFQ XAXYJRX YMJXJF HWNRJ.
tronically sophisticated and impersonal. COVID19 have given Cybercrime

a new dimension as most businesses have had to go online in a short

period of time without adequate security measures in place in order to
XZW[N[J FSI WIJFHM YMJNW HZXYTRJWX &X XYFYJI
KWFZI FSI *SFSHNFQ HWNRJ NX F YWNQQNTS ITQQ!
it more lucrative for the cybercriminals and the problem has compound

JI FITTHFYNSL KTW RTWJ WTGZXY *SFSHNFQ NSX°
*SFSHNFQ KWFZI WNXPX 9MJ UFSJQ INXHZXXJX YN
FSI MT\ *SFSHNFQ NSXYWZRJSYX FSI NSXYNYZYNT!
dress cybercrime challenges during crises such as COVID19.

BUJFPJIJWX

Ms. Monica Violeta ACHIM, PhD Dr. Hab, Faculty of Economics and
"ZXNSIXX &IRNSNXYWFYNTS TK YMJ 'F®leed TQMFN
SCHEAU, PhD in Public Order and National Security, University of Craio-

[F :(; fOMJ SJ\ INRJSXNTSX TK JHTSTRNH FSI *SF
INLNYFQ JHTSTR”"g 7TRFSNF

Mr. Giorgi JOKHADZE 5WTOJHY 2FSFLJW ("GJWHWNRJ 5W1
Council of Europe



Mr. Mircea SCHEAU, “Cyber Security Reactivity in Crisis Times and Grit

NHFQ .SKWFXYWZHYZWJXg ("GIJWXJHZWNY" 5WTLYV
gence, Defence and Security Solutions, Romania

Moderator: Ms. Marina BZOVII, Executive Director of the Moldovan
EXXTHNFYNTS TK .(9 (TRUFSNJX 7JUZGQNH TK 2TQ

Closing KEYNOTE

Securing Tomorrow Today: Critical Investments that Require Time

and Attention

Mr. Keyaan J WILLIAMS, Founder of Cyber Leadership and Strategy
Solutions (CLASS - LLC)

Closing Remarks

Ms. Natalia SPINU, Chief of Center for Response on Cybersecurity
Incidents, ITSEC, the Republic of Moldova
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PARALLEL WEBINARS
Welcome address

Protecting Critical Infrastructure with Cisco SecureX Part |
Trainer: Mr. Pavel RODIONOV, Security Architect, CISCO

Abstract: The Cisco SecureX platform is a built-in experience within

our security portfolio that connects with your entire security infra-
XYWZHYZWJ .Y NX NSYJLWFYJI FSI TUJS KTW XN
YNTS KTW [NXNGNQNY” FSI RFINRN_JX TUJWFYN
JI\TWP+T\X (NXHT 8JHZWJ= WFINHFQQ" WJIZHJX
human-powered tasks to stay compliant and counter attacks.

Protecting Critical Infrastructure with Cisco SecureX Part Il
Trainer: Mr. Pavel RODIONQV, Security Architect, CISCO

Our speaker as a Security Architect at Cisco, will give you a practi-
tioner’s approach to protect critical infrastructure using the Cisco Se-
cureX platform.

.SHNIJSY 7JXUTSXJ FSI OMWJIFY -ZSYNSL 9WFNSN
Trainer: Mr.Adli WAHID, Expert, the European Union Project “Improv-

ing Cyber Resilience in the Eastern Partnership Countries (Armenia,
Azerbaijan, Belarus, Georgia, Republic of Moldova, Ukraine)

Abstract: Threat hunting and Incident response tactics and pro-

cedures have evolved rapidly over the past several years. Incident

response and threat hunting teams are the keys to identifying and

observing malware indicators and patterns of activity in order to gen-

erate accurate threat intelligence that can be used to detect current

and future intrusions. This Training covers the fundamentals of threat

hunting; how to build out a hunt program in your own environment;

FSI MT\ YT NIJSYNK” 1J*SJ FSI J]JJHZYJ F MZSY F
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.SHNIJSY 7JXUTSXJ FSI OMWJIFY -ZSYNSL 9WFNSN
Trainer: Mr.Adli WAHID, Expert, the European Union Project “Improv-

ing Cyber Resilience in the Eastern Partnership Countries (Armenia,
Azerbaijan, Belarus, Georgia, Republic of Moldova, Ukraine)

This training introduces essential concepts for network hunting and
endpoints hunting and then allows participants to apply techniques to
hunt abnormal patterns.

2FXYJWNSL ("GJIJW *]JHZYN[J 1JFIJWXMNU
Trainer: Mr. Keyaan J WILLIAMS Founder and Managing Director of
Cyber Leadership and Strategy Solutions

Abstract: This learning session will explore four critical areas required
for effective leadership in cybersecurity:
(1) governance;
XYWFYJLNH RFSFLJRJSY
(3) performance measurement;
(4) workforce development.

&[TNINSL 8JSXJQJXX 8JHZWNY” 2JYWNHX & SJ\ U
security information clearly

Trainer: Mr. Keyaan J WILLIAMS Founder and Managing Director of

Cyber Leadership and Strategy Solutions

Abstract: The struggle with metrics affects all business leaders who

strive to measure and communicate the value of their programs and
NSNYNFYN[JX JKKJHYN[JQ" 8JHZWNY”" RIYWNHX I
measurements to communicate because non-technical business lead

ers and security executives require metrics interpretation that can be
communicated to make critical decisions in simple language. This we

binar shines a new light onto old security measurements to help our

business counterparts see the information more clearly and imply.

&I[TFSHJI .SHNIJSY 7JXUTSXJ FSI )NLNYFQ +TWJS)
Trainer: Ms. Evgeniia LAGUTINA ArcSight Presales Consultant, Mi-
cro Focus
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&EGXYWFHY .Y YFPIJX NSYZNYNTS FSI XUJHNFQN .
and hunt for elusive threats. This webinar encompasses abilities that
)+.7 HTRRZSNY”? SJJIX YT XZHHJJI FY YMJIJNW HW
cyber professionals can detect compromised systems, identify how
and when a breach has occurred and understand what attackers took
or changed, and successfully contain and remediate incidents. The
webinar will help you to test and update your knowledge of detecting
FSI *LMYNSL YMWJFYX FSI MT\ YT PJJU "TZW \TW

(NUMJIWOWZXY )FYF 8JHZWNY”A 5QFYKTWR G” 9MFC(
FSI OWFSXUFWJSY *SHWAUYNTS KZSHYNTSFQNY~"
Trainer: Mr. Igor AFANASIEV Pre-Sales Consultant Russia & CIS, Cloud
Protection & Licensing — Thales

Abstract: As data breaches continue at alarming rates, securing sen-

sitive data is critical to all organizations. The CipherTrust Data Secufi

Y 5QFYKTWR NSYJLWFYJX IFYF INXHT[JW~A HQF)>
and unprecedented granular access controls, all with centralized key
management. CipherTrust Manager is an industry-leading enterprise

key management solution that enables organizations to centrally

manage encryption keys, provide granular access controls and con

*LZWJ XIJHZWNYN UTQNHNJX (NUMJWO9WZXY 2FSF
tasks including generation, rotation, destruction, import and export,

provides role-based access control to keys and policies, supports ro-

bust auditing and reporting, and of-fers development-and manage
ment-friendly REST APIs. CipherTrust Transparent Encryption delivers
data-at-rest encryption, privileged user ac-cess controls and detailed

IFYF FHHJIJXX FZINY QTLLNSL &LJSYX UWTYJHY II
databases on Windows, AlX and Linux OS’s across physical and virtu

al servers in cloud and big data environments.



+WNIFA 3T[JRGJW a 431.3*

PARALLEL WEBINARS
09:30 Welcome address

4 Industrial Control Systems (ICS) and SCADA Security
Parallel session Trainer: Mr. Dmytro CHERKASHYN, Coordinator for the Institute for
Security and Safety, International Telecommunication Union, Centers
of Excellence for cybersecurity in Europe, Security Scientist at Secu
rity and Safety at the Brandenburg University of Applied Sciences

In recent years the number of cyber incidents involving a variety of

digital industrial systems in the energy, oil, and gas sectors, transpor

tation, production, government, and other critical sectors has dramat-

NHFQQ™ WFENXJI )NLNYFQN_FYNTS FSI LQTGFQ N

to operate security measures in an old fashioned manner.

This workshop will provide a comprehensive introduction to ICS cyber

security and cover the following topics:

- Introduction to ICS and SCADA technology;

- What is the difference between classical IT and OT/ICS/SCADA
in terms of cyber security;

- What to do, if an incident happened despite applied controls.

A Cyber Risk Management in the Information Age
Parallel session Trainer: Mr. Mihai DANTIS Expert, the European Union Project “Im-
proving Cyber Resilience in the Eastern Partnership Countries (Ar-
menia, Azerbaijan, Belarus, Georgia, Republic of Moldova, Ukraine)
Mr. Radu STANESCU, Senior Information Security Consultant, Euro-
pean Parliament, CEO Sandline, Romania

It has become imperative for every organization to become aware of
all risks inherent in the evolving cyber landscape. The webinar Cyber
Risk Management in the Information Age equips you with a compre
hensive understanding of how to identify and mitigate vulnerabilities
within an organization’s networks, systems, and data.
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The webinar Cyber Risk Management in the Information Age presents
a comprehensive understanding of:
- The local and European laws that require risk management and
security measures in place;
- how to achieve Compliance;
- how to identify and mitigate vulnerabilities within an organiza-
tion’s networks, systems, and data;
- practical examples of how to critically analyze an organization’s
WNXP UWT*QJ FSI LFNS YMJ XPNQQX S3JI1JI YT
tution through the complexities of the cybersecurity landscape.

JFYF QJFPFLJ UWTYJHYNTS _ GJXY UWFHYNHJX
Trainer: Mr. Olexandr POGREBNOY, Solution Manager,
GTB Technologies

"FWJQ™ F IFA LTJX GA \NYMTZY F HTS*IJSYNFQ IF
headlines. Data leakage, also known as low and slow data theft, is a

huge problem for data security, and the damage caused to any orga-

nization, regardless of size or industry, can be serious. From declining
WJI[JSZJ YT F YFWSNXMIJI WJUZYFYNTS TW RFXX
crippling lawsuits, this is a threat that any organization will want to

protect themselves from.

U ATZW >FWF YMWJFY MZSYNSL XPNQQX » & XMT
identify and classify malware using Yara
Trainer: Mr. Dan DEMETER 8 JHZWNY”" 7JXJFWHMJW OFXUJV

-F[J ATZ J[IW \TSIIJWJII MT\ OFXUJWXPA INXHT[JV
world’s most famous APT attacks? Now, the answer is within your

reach. This training will lead you through one of the essential tools

for the APT hunter: Yara detection engine. If you've wondered how

to master Yara and how to achieve a new level of knowledge in APT

detection, mitigation and response, it all breaks down to a couple of

secret ingredients. One of them is our private stash of Yara rules for

hunting advanced malware. During this training you will learn how to

write the most effective Yara rules, how to test them and improve

YMJR YT YMJ UTNSY \MJWJ YMJIN *SI YMWJFY X












Technical University of Moldova
— the only institution of higher engineering
education in the Republic of Moldova

JHMSNHFQ :SN[JWXNY”" TK 2TQIT[F \FX JXYFGQNXMJI NS
ZQYNJIX O9TIFA YMJ ZSN[IJWXNYN HTRUWNXJX KFHZQYNJX

SJIJWNSL XYFKK TK T[JW XHNJSYN*H INIFHYNH XYFKK NSH
tic titles of academics, habilitated doctors, doctors of sciences, professors and associate
UWTKIXXTWX QJHYZWJIJWX 9TIFA RTWJ YMFS XYZIJSYX
velopment of the processes of economic globalization and the formation of the United
Europe requires the construction of a uniqgue European university space in accordance
with the Bologna Process. Aware of the important role of universities in achieving the ob-
jectives of the Bologna Process, which have led to essential changes in the mission and
priorities of universities, the Technical University of Moldova aims to raise the value of na-
tional engineering education by: increasing the quality of education as a determinant of lo-
HFQ MZRFS UTYJSYNFQ YMJ IJ[JQTURJSY TK XHNJSYN*H YJH
component in engineering professional training; encouraging the mobility of students and
teachers; favoring the access and integration of graduates on the local labor market, etc.

The fundamental mission of the Technical University of Moldova is to provide young
people with quality studies, combining education, research and innovation that will con-
tribute at building a sustainable society and economy based on knowledge and to shape
the student’s personality in the spirit of creativity and critical thinking. In order to meet
the imperatives of the time, the Technical University of Moldova has structured the study
process in three cycles, offering young people a wide variety of study programs in the
YIJHMSNHFQ *JQI FY HAHQJ . '"FHMJQTW NSYJLWFYJI XYZIN
and cycle Il — PhD.

The engineer is the main creative force of society able to make human life more com-
fortable, and currently, the Technical University of Moldova is the only institution of high
er technical engineering in the Republic of Moldova, which trains specialists in the nine
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KFHZQYNJX f*SIWLJYNHX FSI *QJHYWNHFQ *SLNSJIJWNSLg f
FSI OWFSXUTWYg f(TRUZYJWX .SKTWRFYNHX FSI 2NHWTJQ.
FLIRJSY NS *QJHYWTSNHX FSI 9JQJHTRRZSNHFYNTSXg f9JHN
.SI1ZXYW~Mrg fINLMY NSIZXYW~rg f(FIFXYWJ ,JTIJX” FSI (TSXY
YZWJg f*HTSTRNH *SLNSJIJWNSL FSI "ZXNSJXXg

OMJ 9JHMSNHFQ :SN[JWXNY”™ TK 2TQIT[F NX WJHTLSN_JI T
research, with remarkable results internationally. The TUM research centers successfully
implement in practice the university’s research strategy within numerous grants and re-
search programs won through competition.

.SYJWSFYNTSFQ HTQQFGTWFYNTS NS YMJ *JQI TK JIZHFYN
[JWXNY~”N 9:2 MFX HTQQFGTWFYNTS FLWJJRJSYX \NYM FGT2Z)\
us, Bulgaria, Canada, Germany, France, the Netherlands, Romania, USA, Sweden, Ukraine,
Spain, Russia, etc. Based on the bilateral agreements, the students from TUM carry out
internships in technological practice in European countries, taking advantage of the op-
UTWYZSNY” YT 1JJUJS YMJIJNW PST\QJILJ NS YMJ *JQI TK RT
students and teachers is on the rise and is one of the basic priorities of university life. The
9JHMSNHFQ :SN[JWXNYAN TK 2TQIT[F MFX FS NRUTXNSL YJHM
WEYTWNJX HTRUZYJW FNIJI IJXNLS HQFXXJX 8YZIJSYX F
dormitories with medical points, canteens, etc.

Our university is constantly evolving, imposing itself with new standards in education
and research, which are gradually disseminated in the process of professional training of
specialists.
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EDUCATION IN CYBERSECURITY

1V (MRY 96'%29 Ms. Rodica BULAI, 2W )YZRNYWZ (.47'"
Vice-Rector for University lector, Dean of Faculty
Informatization, Partnerships, Faculty of Computers, of Computers, Informatics
Institutional Image and Informatics and Microelectronics,
Communication, and Microelectronics, Technical University
Technical University Technical University of Moldova
of Moldova of Moldova
Abstract
The article addresses education as the smartest investment in cybersecurity. One of
YMJ RTXY NSYWNLZNSL *SINSLX NX YMFY TK XJHZWNYA™ N

security attacks are concerned with human weakness to attract victims and persuade

them to give involuntary access to personal and sensitive information. To eliminate errors

caused by social engineering and negligence and to increase users’ awareness of the

threats, technologies and services should be combined with education. Education in the

*JQI TK HAGIWXIHZWNY”A NX F SIHIXXFWA HTSXNIJWFYNTS KT
as for businesses, governments and educational institutions.

For families and parents, the online safety of children is of major importance. Equally
JXXIJSYNFQ NX YMJ UWTYJHYNTS TK NSKTWRFYNTS YMFY RN
precious family assets, such as photos, videos etc. For educational institutions, it is im-
UTWYFSY YT ZSIJWXYFSI YMJ QNSP GJY\JJS YMJ TSQNSJ \TW
students, tutors, pupils, etc. should be trained in appropriate on-line behavior to reduce
vulnerabilities and create a safer online environment. A better awareness through security
education can help enterprises protect their intellectual property and ensure availability of
services.

Governments hold an enormous amount of personal data and records of their citizens,
FX\VJQQ FX HTS*IJSYNFQ LT[JWSRJSY NSKTWRFYNTS \MNHM
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FYYFHP 4SQN" YMWTZLM JIZHFYNTS FSI F\FWJSJXX YMJ HTS
gained. Cybersecurity depends on education.

1. Introduction

We are facing an eyebrow-raising talent shortfall in cybersecurity. The cybersecurity
OTG RFWPJY FHHTWINSL YT F OTNSY WJUTWY GN +WTXY 8Z¢
FLJ JJHJJINSL RNQQONTS ZS*QQJI UTXNYNTSX G~ @ B
evolution of threats, it is critical that educational cybersecurity programs share best prac-
tices and curriculum updates.

But it is just as important for enterprises — from startup businesses to large corpe
WFYNTSX FSI KWTR XRFQQ STSUWT*YX YT [FXY LT[JWSRJSY
have the means as well as the critical need to enhance their employees’ cybersecurity
knowledge.

Even those employees who did arrive with security knowledge have more to learn. The
*JQI TK HAGIWXJIHZWNYA NX HTSXYFSYQ” JJUFSINSL \NYM F
ways to attack. Intrusions are harder to detect; attackers are stealthier and more evasive.

The best defense is to provide comprehensive education programs for all. You don't
have to turn everyone into a cybersecurity expert. IBM, for example, requires all employees
to complete digital training each year, which covers matters from secure handling of client
data to appropriate sharing on social media sites. Employees can easily learn how to spot
and avoid the most frequent types of threats, such as phishing attacks in emails.

Whether taught in a school, university setting or carried out in an enterprise, cyberse-
curity is a holistic problem and needs a holistic solution. Just as educational institutions
start to develop interdisciplinary approaches (such as joint programs between computer
science and business, medical, law, economics, public policy, criminology, and even jour
nalism schools), organizations should ensure that their approach to security reaches the
people responsible for infrastructure, human resources, data, applications, ethics assur
ance, management policy, and legal compliance.

There have been technological advancements within the last few years to help secure
corporate networks against unintentional, or intentional, risky behavior by users. But while
such technical controls and the establishment of sound policies are essential compao
nents of effective security, educating, in cybersecurity is one of the best investments a
country can make — and a rational recognition that it will take all of us to create a more
XJHZWJ KZYZWJ @ B
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OMJ NSNYNFQ UJWNTI _ XHMTTQ _ FHVZFNSYFSHJ \NYM Y

XFKJ fXZW*SLg NS F [NWYZFQ JS[NWTSRJSY

The peculiarity of the socio-economic development of the Moldovan economy, and of
YMJI \TWQI JHTSTRA FX F \MTQJ I1JYJWRNSJIX YMJ UWJIXJISHJ
including informational ones, which pose a threat to the stable functioning of any enter-
prise and person.

OMIXJ FXUJHYX WJIVZNWJ YMJ KTWRFYNTS TK FS fNSKTWI
cultivated in every person, starting from school. These will then develop in the course of
evolution at the university and at the workplace. All these steps, in our view, must comply
with certain requirements/standards, and with three pillars — three qualities:

a) to study — to explore — to know;

b) to teach — to accustom — to be able;

¢) responsibility — consciousness — implication.

So, in school/ lyceum we consider it is necessary to develop and to implement in the
KTQQT\NSL FWJFX YMJ XYZI®» TK F\FWJSJXX TK XYZIJSYX FG
Internet; the familiarization with the rules of safe work on the Internet; the formation of
XYZIJSYXc NSKTWRFYNTSFQ HZQYZWJ YMJ FGNQNY~™ YT NSIJ
using web-resources; the discipline training while working on the network.

The trainees should know: the list of the Internet information services; the rules of the
safe work on the Internet; and the danger of a global computer network.

The trainees should be able to:responsibly treat the use of on-line technologies; work
with web- browser; use information resources; search for information on the Internet.

& LTTI XYFWY KTW YMJ 7JUZGQNH TK 2TQIT[F NX YMFY TS |
Understanding on the development of digital education in general education was signed,
and as a result of this agreement the curriculum, the electronic support and the Guide for
Students and Teachers of the 1st grade were developed; the virtual library, www.smarte-
1Z RI \FX HTSXTQNIFYJI KZSIX MF[J GJJS HTQQJHYJI KTW Y
YFGQJYX NS XZUUTWY TK JFHM . XY LWFIJ YIJFHMJW FHWTXX
IJRNH "JFW YMJ f)NLNYFQ *IZHFYNTSg RTIZQJ \NQQ GJ XYZI
pulsory for the 1%t grade pupils and optional for those of 1I-VI grades. In this respect, it is
important that Digital Education also develops cybersecurity culture. Analyzing the prima
ry, secondary and lyceum curricula for Informatics, compulsory or optional, we only met in
the updated curriculum for the VII" grade — HOW TO BEHAVE IN THE VIRTUAL SPACE. In
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this regard, we consider that cybersecurity education modules must be included in every
curriculum of Informatics for all the grades from the It to the XII".

OMJ .SYIJWSFYNTSFQ (JSYJW KTW 5WTYJHYNTS FSI 5WTRT)
of the Republic of Moldova undertook a series of actions to create information services
for both children and parents/teachers (portal www.siguronline.md). The portal provides
young users with the opportunity to access useful information about how to protect them-
selves from abusive content and actions in the virtual environment, how to develop a
responsible attitude to the posted content, and to report possible abuse, while retaining
FSTSARNY” 9MJ ,JSIWFQ S5WTXJHZYTW 4K*HJ MFX XJY ZU F M
reported. The Police General Inspectorate has been involved in a number of projects such
as, Together we make the Internet better!An informed child — A protected child for the pro-
tection of children’s rights and needs in the Republic of Moldova. We come to realize that
we all have a common responsibility to make cyber space safer for everyone, especially
for children, namely through information, education and awareness.

9MJ YWFSXNY UJWNTI _ YMJ ZSN[IJWXNY”" YMJ XYZIN FS

FSI XYFSIFWIX YT JSXZWJ FSI WJXUJHY KTW HA"GIWXJIJHZWNY

Methods and cybersecurity technologies — is the youngest area of IT in our country.
The other areas — software, hardware, service — to the contrary, have roots in the “inherit-
JIig YIHMSTQTLNJX YMFY \JWJ KTWRJI XJ[JWFQ IJHFIJX FLT *
IN[NIJI NS Y\T INWJHYNTSX YMJ *WXY NX KZYZWJ HN[NQ XJV
TS YMJ INWJIHY UWT[NXNTS TK HAGIJWXJHZWNY” FSI YMJ XJt
activities are directly focused on the provision and supervision of cybersecurity. When
forming the list of competencies, various formal sources of requirements that employers
HFS UWJXJSY YT HAGIWXJHZWNY”" XUJHNFQNXYX \JWJ FSFQ",
requirements of the Republic of Moldova state institutions; requirements for civil servants
\TWPNSL NS YMJ *JQI TK H"GIWXJHZWNY”" WJIHJSYQ" FUUJF\
of IT and IS; various international standards for the protection of information, from which
you can learn a lot of valuable information about what different levels specialists should
be able to do; regulatory documents existing at enterprises describing the functional re-
XUTSXNGNQNYNJIX TK XZHM XUJHNFQNXYX JYH *IZHFYNTS
to methods and technologies for protecting information resources, always includes the
study of means of attack too.

Mass issues on the specialties of the cybersecurity group appeared recently, and only
now, the effectiveness of their preparation can be analyzed. The peculiarity of cybersecu
WNY” FX FS JIZHFYNTSFQ XZGOJHY NX YMFY NY RZXY-HTRGN
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ences and technology, as well as in law, management, a number of humanities, therefore,
in addition to courses on methods and means of data protection, fundamental mathemat-

ical disciplines, advanced IT training, and the study of organizational and legal aspects
of ensuring cybersecurity should be included in the limited scope of the curriculum. The
complex of technical disciplines for students of the cybersecurity is also optimized — they
study various aspects of cybersecurity in the physical environment and the features of
the organization of this environment itself, mastering the theory and practice of building

computing systems. In addition, graduates of this specialty should be able to solve all
organizational issues of cybersecurity, which is also dedicated to a separate discipline.

&QXT GJY\JJIS /zQ~n FSI 4AHYTGJW F XZW[JM \FX HTSI.
UWTKIXXNTSX FSI YWFNSNSL SJJIX NS YMJ *JQI TK .9 XJHZ'
HTSYFENSNSL VZIXYNTSX \FX HTRUQJYJI G~ HTRUFSNJX

[FS UWFHYNHJ \MJS F VZIXYNTSSFNWJ NS YMJ *JQI \FX HTRI
enterprises), IT companies, the provider-companies of electronic communication services
FSI GFSPX \MNHM IJRTSXYWFYJX FS NSHWJFXJI NSYJWJXY |
bersecurity.

Based on this survey, in the recent years, at the Technical University of Moldova, the
State University of Moldova, the Academy of Economic Studies of Moldova, and Alecu
Russo State University of Balti new learning programs in cybersecurity are emerging.

For the design and development of license and master programs in Cybersecurity,
also, an analysis of European curriculum documents has been carried out: European
Agency for Network and Information Security (ENISA) — Cyber Security Education, Na-
tional Institute of Standards and Technology (NIST) for Cybersecurity Education (NICE),
Information Systems Security Association (ISSA), Information Systems Audit and Con-
trol Association (ISACA), Toward Curricular Guidelines for Cybersecurity (ACM), IEEE
Computer Society, etc.

At these universities is conducted the targeted training of specialists for the Central
Bank, the Ministry of Internal Affairs, and other state institutions of the Republic of Mol-
dova. This approach has a number of advantages. The organization, recruiting graduates
who actively collaborated during the last years of training with the university, receives not
only the necessary specialist but also a person whom they already know from both profes-
XNTSFQ FSI RTWFQ UTNSYX TK [NJ\ \AMNHM NX NRUTWYFSY K
ty. On the other hand, specialists of enterprises with whom the faculty cooperates, actively
participate in the educational process, and this involvement of practitioners in teaching
FQQT\X RFNSYFNSNSL YMJ WIJQJ[FSHJ TK YMJ HTZWXJX 3T\
at the Technical University of Moldova. In fact, it has also become the center of crystalliza
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tion of educational processes on cybersecurity — teaching experience is spread through it,
advanced data protection technologies being actively developed and introduced into the
educational process.

Today, this center is gradually turning into a mini techno park that teaches students
FSI UWT[NIJX [FWNTZX XJW[NHJX NS YMJ *JQI TK H"GIWXJHZ
the development of new protection methods for the state or commercial enterprises.

Such a synthesis of business and education allows the university independently to
JFWS RTSJN YT NRUWT[J NYX JIZHFYNTSFQ UWTHJXX FYYWFI
and improve the professional level of its employees. For higher professional education
NS YMJ *JQI TK HA"GIWXJIJHZWNY” YMJ HTTUIJWFYNTS \NYM H
protection tools, is vital. For universities, such cooperation is not only an opportunity to
get modern equipment and software, but also a way to make students feel the pulse of
YMJ NSIZXYW~Ar +TW RFWPJY UFWYNHNUFSYX NY NX FS TUU
vironment, to help universities prepare really necessary industry specialists. Therefore,
university professors and practical workers from the company, highly appreciate the level
TK YMJTWIYNHFQ YWFENSNSL TK XUJHNFQNXYX NS YMJ *JQI T
NSXZK*HNJSHA KWTR YMJ UWFHYNHFQ UTNSY TK [NJ\ 9MJ RF
KFHJ NS *SINSL JRUQTARJSY NX YMJ QFHP TK XPNQQX NS YN
cording to both teachers and practitioners, close cooperation with companies makes it
possible to remedy this situation.

The main objectives of such cooperation programs are: the dissemination of advanced
PST\QJILJ FSI JJUIJWNJSHJ NSYT YMJ *JQI TK NSKTWRFYNTS |
threats; the support of the most talented students interested in studying cybersecurity is-
XZIJX YIJFHMJIJWXc YWFNSNSL NS YMJ *JQI TK H"GIWXJIHZWNY
for the exchange of teaching experience with colleagues; providing affordable antivirus
protection for higher education institutions, centers of advanced training and retraining
of teachers. Therefore, we believe that the effect brings only an integrated approach to
the implementation of the program, which involves a combination of its three main el-
JRIJISYX YWFNSNSL WIJXJFWHM FHYN[NYNJX FSI UWFHYNHJ
f*SIF[Fg f&HFIJRNF (NXHTg UWT[NIJ KWJJ YWFNSNSL HTZWX
and statistical data, research and reviews of the company leading experts on computer
and cybersecurity. Distance seminars are held for teachers and students, master classes
and meetings with experts are organized. Under the guidance of experts, students write
graduation projects on topics proposed by the company, prepare analytical reviews and
articles. Leading experts review all these materials, and the results of the most interesting
student studies are applied in the work of the company.
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The second line of study at the faculty is cybersecurity aspect of future students
whose activities are not focused on the direct provision of cybersecurity. In this case, we
consider the method of using the educational-research cryptographic system at the State
*SLNSJIWNSL :SN[JWXNY"N TK &WRJSNF F XZHHJXX @ B .S Y
develop the Security e-Learning Platform, a teaching-learning tool, individual and distance
learning, research and demonstration of real-world security solutions based on case stue
NJX +TW YMJ XYFWY RTIZQJX FWJ UWTI[NIJI (WNRNSFQ .S|
sis, Reverse Engineering, Clean Code and Capture the Flag (CTF Competition with Various
Security Exercises). Such an approach can be used not only by cybersecurity teachers and
XYZIJSYX GZY FQXT G~ YMTXJ \MT IT STY MF[J F UWTKJXXN
intend to study this area whether they are interested in increasing their security skills or to
better understand security issues.

With the development of information technologies and the growth rate of their imple-
RISYFYNTS NS FQQ XTHNFQQ” XNLSN*HFSY XUMJWJX TK YM
protection become more substantial, which determined the emergence of specialties re-
lated to information protection in the list of areas for training specialists in most technical
universities. However, knowing the basics of cybersecurity is necessary for almost every
user of electronic means of processing and exchanging information. In essence, cyberse-
HZWNY” YJSIX YT YZWS NSYT fYMNWI QNYJWFH”g FQTSL \NY
information technology.

To summarize it all we can conclude that the university education in cybersecurity

RTXYQN" MNLMJW NX STY \NYMTZY +F\X &HHTWINSL YT XTR.
tutions, modern education does not meet modern challenges of cybersecurity; graduates
are good in physics, mathematics, crypto algorithms, but cannot name the attack vector,
the penetration testing methods, not to mention practical skills. It gives the feeling that
JIZHFYNTS NS YMJ *JQI TK .8 LTY XYZHP NS YMJ X TK YMJ C
LWIFY SJJI TK HWAUYTLWFUMA XUJHNFQNXYX F RFOTW GNFX
the lack of practice (again pen tests and all this here).

7INSKTWHJRJSY UJWNTI _ WIJXUJHYNSL F [NFGQJ HA"GJIWXJ}
One of the important directions in ensuring cybersecurity is the implementation of
it at the workplace in each institution, public or private. You can use advanced software
and hardware methods and means of ensuring cybersecurity, write the most correct and
complete cybersecurity policies, but without the participation of all the employees of the
companyl/institution, the effectiveness of the cybersecurity framework will be minimal.
The human factor is the weakest link of any ISF.
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Risks associated with human resources, the so-called personnel risks, are basic for all
other types of risks that pose a threat to the stability of an economic entity. Moreover, in the
area of risk formation again, the personnel decide everything. The entire enterprise man-
agement system directly depends on the personnel management system. The prevention
and minimization of personnel risks is the main task in the human resource management
process. Itis necessary to take into account the fact that the conditions for the occurrence
of such risks are present at each stage of the personnel management process.
The process of managing human resources in a company is continuous and is condi-
tionally divided into several stages: the formation of personnel structure, the use of human
resources and the release of personnel. Personnel and cybersecurity at all stages should be
built at the forefront. The discrepancies between the qualitative and quantitative composi
tion of the staff, the ineffectiveness of the selection procedures are only the main aspects
YMFY YMJ TWLFSN_FYNTS RF* KFHJ @ B 9MJ KFHY YMFY YN\
cess or system is the human being has been known since pre-computer times. Therefore,
among other cyber-criminal situations prevail those in which, as a component of the infor
mation system, it is he (the man) who is being exposed. Cyber- criminals are actively using
social engineering techniques when attacking him: according to Symantec Corporation,
FQRTXY TK XZHHJXXKZQ FYYFHPX FWJ FXXTHNFYJI \NYM |
Practical implementation of all the provisions of the established cybersecurity poli-
cy will require from the company long-term practical efforts. One of the main and most
INK*HZQY FWJFX TK JRUQTARJSY NX YT \TWP \NYM YMJ XYFK
preliminary inspection of personnel recruited (for service); staff training; achievement of
mutual understanding of managers and employees in matters of cybersecurity; psyche
QTLNHFQ YWFNSNSL NS TWIJW YT \NYMXYFSI YMJ RIYMTIX T
one of his books, Bruce Schneier, a well-known cybersecurity specialist, noted that the
“mathematical system is impeccable in the general system of cybersecurity measures,
computers are vulnerable, networks are generally lousy, and people are just abominable.
I have studied many issues related to the security of computers and networks, and | can
XEFANYMFY YMJIJWJ NX ST XTQZYNTS YT YMJ UWTGQJR TK YMJ I
clearly and vividly demonstrates the importance of targeted measures for the selection,
placement and work with the personnel of the enterprise in order to prevent the creation
TK fGTYYQJSJHPXg FSI XT HFQQJI NSKTWRFYNTS XAXYJRX F.
GJHTRJ YMJ RTXY XNLSN*HFSY XTZWHJ TK YMWJFYX YT H”G
mining the importance of the human factor in the general system of information protec-
tion is that, with all the sophistication of modern automation tools, information systems
continue to be man-machine complexes and their (systems) functioning depends largely
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on the work of individuals. It is for this reason that inadequate treatment of information
system components by employees of an enterprise can cause serious damage to cyber-
XIJIHZWNYA™ J[JS NK YMIWJ FWJ \JQQ J[JQTUJI XJHZWNY"N UTQ
hardware information protection.

In addition to careful selection, one of the important bases for working with personnel
is its training in methods of ensuring cybersecurity and safe work with information sys
tems. Training and the subsequent control of the received (available) knowledge can be
both primary, and repeated. In general, the employee of an enterprise cannot be allowed
to perform his or her duties and work with information systems until he/she has been
trained in cybersecurity and will not: be familiarized in details with all the requirements
and general applicable rules at the enterprise; be fully trained in the methods and tech-
SNVZIX TK JSXZWNSL HAGIWXIJHZWNY”" SIJHIXXFW"A KTW YMJ
be acquainted with all possible measures of responsibility (disciplinary, administrative,
criminal) that can be applied to him/her in case of violation of the requirements, as well as
in the event of damage caused by his/her fault.

At the end of all preliminary work, the employee must give all the necessary commit
RIJISYX STY YT INXHQTXJ HTS*IJSYNFQ NSKTWRFYNTS FSI Y
is fully familiar with the basic provisions of the security policy. In the course of work, an
enterprise may also conduct periodic monitoring of knowledge and skills related to cyber-
XIJHZWNYA NS TWIIJW YT FYYJXY YT YMJ HTRUJYJSHJ TK JRU
of the training tools may be periodic staff familiarization with actual examples of recent
incidents related to cybersecurity. Besides, additional training of enterprise personnel can
be carried out in the following cases: the introduction of new automated information sys
tems; changes in business processes of the enterprise; changes in security policy require-
ments (for example, due to changes in legal requirements).

The need for additional training in the implementation of new information systems
and, in particular, integrated enterprise management systems, as a rule, may be due to
the emergence of new software functionality and changes in information processing pro-
cedures. Also, the access to integrated information systems can potentially give access
to previously inaccessible information and provide previously unavailable opportunities
YT NS+ZJSHJ [FWNTZX NSKTWRFYNTS +T\X .S YMNX WJLFWI
to make additional commitments to comply with cybersecurity measures. Similar orga-
nizational measures, to ensure the protection of information, may be necessary when
changing the enterprise business processes, when its structure changes, the distribution
of functions between departments and employees’ duties, and accordingly, changes are
RFIJ YT TWLFSN_FYNTSFQ HMFWYX XYFK*SL YFGQJX FSI OTC
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in security policy requirements can be associated with the emergence of new threats,
changes in legal requirements, expansion of markets, changes in the attitude of manage
ment and owners of the company to cybersecurity issues and other factors — all these
HQFWN*HFYNTSX FSI HMFSLJX RZXY FQXT GJ KZQQ”™ FSI UWT
.S YMJ UWTHJXX TK QJFWSNSL F HQFWN*HFYNTS TK WFY
FUUQNJX XZHM F XJHZWNY"N UTQNH” RFA» MF[J XTRJ XNLSN*H
understand and assimilate the positions of the security policy, as well as to relieve some
of the psychological tensions that inevitably arise when taking restrictive measures and
imposing additional duties, the necessity of which is not always obvious and understand
able to ordinary employees and specialists.
A separate area of ordinary training and advanced training can be the development
of company personnel skills to counter the methods of so-called social engineering (this
FUUWTFHM NX FQXT XTRJYNRJX HFQQJI fXTHNTYJHMSNHXg
ods for illegal entry into information systems is associated with the so-called “human
KFHYTWg \MNHM NX F HTRGNSFYNTS TK HIWYFNS UX"HMTQT
thinking and behavior, which are peculiar to almost all the people. To the number of such
propensities and features can be attributed: inability to adequately assess the danger in
XTRJ XNYZFYNTSX XUJHN*H WJQFYNTS YT WFWJQN THHZWW
trust and reliance on automation; susceptibility to manipulation, based, for example, on
the desire to help people (including strangers) or on excessive trust to people dressed in
F XUJHNFQ ZSNKTWR JYH @ B
To minimize the risks associated with human factors, it is necessary to organize a
documented and approved work of the staff by the bank/company management towards
awareness increasing and training in cybersecurity, including the development and imple-
RISYFYNTS TK UQFSX YWFNSNSL UWTLWFRX FSI F\FWJSJXX
as well as monitoring the results of the implementation of these plans. Education of the
UIWXTSSJQ NS YMJ *JQI TK HAGIWXJIJHZWNY"N NX SIHIXXFW~"
and maintaining awareness among employees of the importance of safety in the use of
information technologies, knowledge of the procedure for handling undesirable events
and incidents; awareness of the employees of their role and place, as well as the duties
and responsibility for ensuring the protection of information in the company; increasing
the level of knowledge by employees of the basic rules of cybersecurity; communicating
to employees the main positions, restrictions and requirements of existing documents
UTQNHNJX NS YMJ *JQI TK H"GIWXJIJHZWNY” GWNSLNSL YT
curity tools are used, as well as how to use these tools correctly and effectively. The need
YT YWFNS FSI WFNXJ F\FWJSJXX TK H*"GIWXJHZWNY”" UJWXT
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2FSIFYTWA ("GIWXIHZWNY" 7JVZNWJIRJSYX TK \MNHI
to implement the Cybersecurity Management System. The head of the authority shall des-
ignate by administrative act the person (subdivision) responsible for the implementation
of the cybersecurity management system in the institution and the responsible person
shall be required to participate, at least once a year, in cybersecurity training courses and,
respectively, to organize courses for the employees of the institution.
Cybersecurity education should include the following areas: raising awareness of
workers in matters of cybersecurity (general course); safe work with personal data in the
company; organization of business continuity and recovery after interruptions. The main
forms of education can be individual training (introductory, repeated and extraordinary
GWNJ*SLX XUJHNFQ YWFENSNSL \NYM YMJ NS[TQ[JRJSY TK
raising: distance learning, social engineering methods (memos, posters, screen lockers,
JYH WJ+JHYNSL FQQ YMJ WJVZNWJIRJSYX TK YMJ JSYJWU'
security).
In accordance with the State Norms of Moldova, training and awareness plan require-
ments should be established for the frequency of training and awareness raising.
:SKTWYZSFYJQMN F XZW[JIN HTSIZHYJI QFXY "JFW TS F XFRL
institutions within a project to raise IT needs to increase cultural information and cyberse-
HZWNY"N NS 2TQIT[F XMT\X YMFY HTRUFSNJX FSI NSXYNYZYN
H"GIWXJIHZWNYA”? TK WIXUTSIJSYX FSI YMFY YMJ™N MF[J F
TS HAGJIJW XJHZWNYA" TK WIXUTSIJSYX .Y NX FQXT SJHJX
ments that appear as evidence of the implementation of training and awareness-raising
UWTLWFRX NS YMJ *JQI TK HAGIWXJHZWNY”" .SIN[NIZFQ YWHF
ed with an oral survey, and an assessment of the acquired skills of safe ways of work. The
JRUQTNJJI \MT HTSIZHYJI YMJ GWNJ*SL HMJHPX YMJ PST\QJIL
structure, it makes sense to impose responsibilities for training and awareness raising in
YMJ *JQI TK HAGIWXJIJHZWNY"N YT F XUJHNFQ JRUQT”AJJ FUUTN
the self-assessment, the internal auditors of the institution should regularly monitor the
level of awareness of employees of the audited units, the completeness and accuracy of
the training documents, the timeliness of communicating new cybersecurity requirements.
The cybersecurity service should monitor the effectiveness of training by quantita-
tive and qualitative analysis of the actions of employees, followed in response to certain
events. The training system under consideration is a scalable process aimed at constantly
NRUWT[NSL YMJ QJ[JQ TK PST\QJILJ XPNQQX FSI VZFQN*HF
employees and integrates with existing business processes. As a result of the introduction
TK F YWFNSNSL XAXYJR FSI WENXNSL F\FWJSJXX NS YMJ *JQI
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SZRGJIJW TK NSHNIJSYX NS YMNX FWJF WJQFYJI YT MZRFS KF
well as the misuse of resources.

Success and high security, including cybersecurity provides a continuous process of
JIZHFYNTS FSI YWFNSNSL TK UJWXTSSJQ NS YMJ *JQI TK HA~
out in some areas and forms. Namely, the Complex Program: full-time courses; E-courses;
SYWTIZHYTWA GWNJI*SLX UTXYIWX XHWJIJISXF[JWX FSNRFY
GTTPQJYX GWTHMZWJX RJRTX XTZ[JSNWX JK*HNJSH”" RFW
prove awareness of the company’s staff. What is good about an integrated approach in
addressing issues of raising the awareness of company personnel in matters of cyber-
security? — It guarantees a high level of security of the company information resources;
involves staff training cybersecurity on an ongoing basis; helps to manage the risk more
JKKIJHYN[JQ”® MFX F UTXNYN[J JKKJHY TS YMJ HTRUFS”™ NRFL
sibility of the company management towards its employees; helps to prevent losses that
are inevitable when staff of the company violates cybersecurity.

SYWTIZHYTWA GWNJI*SL KThe/fagiiaridaRidh Qvith* cbdpdrative secu-
rity regulations for hiring is an important step towards conscious and strict adherence to
corporative security rules by company staff. There can also be developed: an e-learning
course on the rules of corporative security adopted by the organization; tests to check the
QJ[JQ TK PST\QJILJ TK YMJ HTRUFS”N XYFKK JIZHFYNTSFQ +F
security rules; illustrated memos on the main issues of the corporative security.

Posters. Thematic posters about corporative security issues are one of the most ef-
fective means of maintaining an atmosphere of corporative security and building a cor
porate culture of personnel on working safely with the company’s information resources.
Posters placed in all places accessible to the personnel of the company make it possible
regularly to remind about the rules and requirements for ensuring corporative security
adopted by the company.

Screensavers. The installation of corporative security screensavers is an effective
way to remind the staff about the company’s corporative security rules and regulations. It
NX WIJHTRRJSIJI YT ZUIFYJ XHWJJSXF[IJWX J[JWA" RTSYMX Y’

&SNRFYJI FSI [NHJarbrigip &hd Xisual tool that allows in an attractive, un

obtrusive way to convey to staff the rules and regulations for working with information
WIXTZWHJIX TK YMJ HTRUFS® (WJFYNSL F HTWUTWFYNI[J +FX

44



movie script is developed in accordance with the organizational and administrative doc-
ZRISYFYNTS TK YMJ NSXYNYZYNTS NS YMJ *JQI TK HTWUTWHF
FITUYJI G YMJ HTRUFSA 9MJ WJIJHTRRJSIJI IZWFYNTS TK F +
RNSZYJX 9MJ *QR FXXZRJX YMJ ZXJ TK FSSTZSHJW I1ZGG
with the involvement of actors, graphics. The shooting is carried out using professional
equipment on the territory of the institution. The recommended duration of the video —
A RNSZYJX

8JHZWNY” (TRUJYNYNTSX Cyber Drill, CTF WgVoffef R bedvMabW/ LFR J)
to the problem of compliance with the cybersecurity rules adopted by the company and
to invite colleagues to participate. An entertaining cybersecurity quest is the best way to
convey to employees the most important skills and knowledge.

.S .SKTWRFYNTS 9JHMSTQTL” FSI ("GJW 8JHZWNY" 8J\
ropean partners, Technical University of Moldova and some Moldovan private companies,
RFSFLJI YT TWLFSN_J XJ[JWFQ ("GJW )WNQQ XJIJXXNTSX KTW
panies and institutions. Also, the Technical University students organize annually CTF com-
petitions and also participate in the international ones (Suceava, Bucharest, Volga, etc.)

'"TTPQJY X UFRUM @3arexa cadRierk way to inform new employees about
the company rules and regulations on corporative security. The memo written in simple,
FHHIXXNGQJ QFSLZFLJ YMJ HTSYJSY TK \MNHM WJ+JHYX YM
lations, is easy to use, has a bright, attractive aspect.

Evaluating the effectiveness of implementing an awareness-raising program is a very
important phase of the awareness program. It is advisable to evaluate the effectiveness
of the program after the staff has been trained and a number of measures have been
implemented to maintain the corporative security atmosphere in the company. As part of
the events, aimed at assessing the effectiveness of implementing an awareness-raising
program. In this regard, you can send authorized provocative messages by corporative
e-mail and SMS / MMS, which motivate users to violate corporative rules and corporative
security policies. The purpose of the work is to assess the implementation of basic cor
porative security rules by employees when using corporate e-mail and business cellular
communications, in order to improve the program for raising awareness of corporative
security issues. In the framework of the work implementation to achieve the stated goals,
the tasks of checking the elements of the program of raising awareness on the following
issues are solved: password policies; compliance with license fairness; anti-virus attacks;
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complying with the rules of the IT services use in terms of the e-mail and the Internet uti

lization; abidance with cybersecurity rules when using service mobile devices and service

cellular communication. Typical ways in which an enterprise can constantly remind its
employees of the need to be careful are: placing and periodically changing (updating the

design and content) reminders of the need to comply with the requirements of cyberse-

curity policies on items constantly in sight of employees during the working day: wall and

desktop calendars, coffee mugs, covers of notebooks, desk exhibits, pens, pencils and

other stationery; periodic emailing of relevant messages; use of screensavers containing

relevant reminders; use of voice mail and speakerphone for periodic transmission of mes-

XFLIX FGTZY YMJ SJJI YT HTRUQ”A \NYM HAGIWXJIHZWNY" WZ(

Conclusions

We need to make security more of a realistic notion for the general public. A lot of
users do not necessarily know where their data go. Rather than just corporate security
awareness training, as professionals, we need to be bringing cybersecurity culture into
the home as well. Cybersecurity truly is a public safety issue. We have seen weaponized
social media posts, IT devices turning into attack droids, and phones being hacked to see
GPS locations. These issues are everyday occurrences. Therefore, we need to regulate the
idea of security into our everyday culture, exactly the way we have normalized other safety
issues. It could be illustrated by a simple example with cars. When it was found that the
cars were unsafe, the seat belts were added. For the Internet, we need a security-focused
and educational mindset. This is especially the case in regards to innovations within tech-
STQTLA & XHFW”A F\FWJSJXX [NIJT NX NSXZK*HNJSY .S HTS
TSLTNSL JIZHFYNTS 9MJ RTWJ \J JVZNU YMJ UZGQNH \NYM Y
\J \NQQ GJ NS YMJ KZYZWJ @ B <J \TZQI QNPJ YT STYJ YMFY
be developed starting from school and cultivated at all subsequent stages is conscious
ness and awareness that a person is part of a whole class, group, working team, and that
success, prosperity and security depends on his intellectual, spiritual and physical contyi
bution. By instilling a sense of consciousness, the person will rejoice with all his might for
the work that he is doing, and this is the best guarantee that cybersecurity and success in
any business will be achieved.
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Cyber threats are escalating. Aging apps and processes
(along with new ones) are full of unforeseen risks. Privacy
and compliance requirements are mounting. And point
solutions don't offer the scope, vision, or cross-silo
analytics needed for these company-wide challenges.
With our solutions, you can take a holistic,
analytics-driven approach to securing what matters

most— identities, applications, and data.
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The new risk equation:
Motives — Means — Opportunity

Mr. Ramsés GALLEGO,
Security, Risk & Governance International Director with Micro Focus

SJ TK YMJ XNRUQJXY IJ*SNYNTSX TK WNXP YMFY . MF[J K
he form of an equation, with its variables, its factors, its result. This is (or was) the

following: for risk to exist there must be a threat that uses a vulnerability, with a probability
of that happening and there has to be an impact (Threat — Vulnerability— Probability—
Impact). There must be someone (or something) who wants to harm, our systems must
have a hole (which will be exploited by the attacker), there must be a probability of this
occurring (the greater exposure and/or holes, the greater the probability) and, of course,
there has to be an impact, a damage, a loss (otherwise, we could talk about residual risk
or even existing risk without real consequences).

Taking into account the previous equation and with the aim of mitigating that risk, we
can only work on three of the four variables that build it. We can only reduce the exposure
factor by reducing existing vulnerabilities, by closing those holes; in doing so, we will natu
rally reduce the likelihood of an attack occurring and that is also working on the dimension
TK NFW*SL YMJ WNXP &SI UWTYJHYNSL YMJ FXXJYX \NYM Y
always knowing the value of what we want to protect — we will be reducing the impact.
Fantastic. However, what we cannot avoid is that there are agents who want to cause
evil, who want to steal corporate information and/or who simply want to cause disruptive
situations for the entity. We cannot avoid that there are malefactors (beyond social and
educational policies for society that are not subject to these lines) and, consequently, we
must comprehend that the threat factor, with that external element — usually — that wants
YT IFRFLJ YMJ WJUZYFYNTS TW JHTSTRNH *SFSHNFQ XNYZF
exist and we can do nothing about it.

7J+IJHYNSL TS YMFY KFHYTW T[JW \MNHM \J MF[J ST HTSY'
'equation' came to my mind that could well be an explanation of why these threats exist
and why the society in which we live experiences an amazing increase in some types
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TK YMWJFYX _ ST STY F Y*UT FX \NYM KTWROFHPNS|
It's about Motives — Means — Opportunity. A digital attacker -as in the physical world —
needs a reason to harm, an ultimate goal that ‘authorizes' her/him to perform the action.
Currently two fundamental reasons are cited: money and social or political disruption.
These are the two main reasons that move cybercriminals to perform their acts. However,
if the adequate means are not available, the will to carry out an attack would only remain
in the design phase ...unfortunately, though, there are very advanced means... with costs
that have dramatically reduced the ARPA (Average-Revenue-Per-Attack) and they are even
GTWWT\JI G LWTZUX TK QFWLJW FYYFHPJWX YT XRFQQJW

reached the democratization of the attacks. We have arrived to the extent of a concept
YFZLMY NS *WXY "JFW TK "ZXNSJXX FSI *HTSTRNH 8HNJSHJ
reaches agreements with other companies in the sector -the bad ones- and eliminates
the competition — the good ones —). Finally, in this new risk approach, attackers need a
window of opportunity, which does root with the ‘old' risk equation in its facet of exposure
factor, company visibility, vulnerability management, ... The Internet allows the invisibility
of the attacker ... or if there is visibility, the international judicial system does not always
facilitate the prosecution of the crime. Thus, the opportunity aspect is as relevant as the
other two factors.

If we add sophisticated Tactics, Techniques and Procedures to this mix (TTP is the ac-
ronym), sometimes even using mechanisms that are used for protection (let's not forget
that the main pillar of ransomware attacks is the encryption of the data), we are facing a
situation of weakness in front of these attacks.

I would not like to end these lines without addressing a positive aspect of all this: these
Motives — Means — Opportunity are also available for those who want to PROTECT and
DEFEND. Today, companies know the reasons to safeguard information — not only the
law but common sense should play an instrumental role here. They have the means to do
so (obfuscation in the use of the cloud, isolation chambers, safe navigation, encryption
of communications, etc.) and, above all, the opportunity. There has never been so much
NSKTWRFYNTS TW YJHMSTQTL”A YT UJWKTWR YMFY UWTYJHY
never had so much threat intelligence - captured with millions of points of information
at the endpoint, in the network, in storage cabins, in the gateway, in mobile devices, ...).
OIMIWIKTWI YMIWJ NX F SJ\ WNXP IJ*SNYNTS \NYM SJ\ [FW
— Opportunity. For the bad guys ... but also at the reach of us, the ones who have to-de
fend. We, the good ones.
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Secure your sensitive data and crifical applications by storing,
protecting and managing your cryptographic keys in Thales Luna
Network Hardware Security Modules (HSMs) - high-assurance,
tamper-resistant, network-attached appliances offering market-
leading performance.

Contact us to learn how you can integrate Luna Network HSMs
into a wide range of applications to accelerate cryptographic
operations, secure the crypto key lifecycle, and provide a root of
trust for your entire encryption infrastructure.

\What you need to know:

Superior Performance:

« Meet your high throughput requirements with over
20,000 ECC and 10,000 RSA operations per second
for high performance use cases

o lower latency for improved efficiency




Continuing to Strengthen
International Connections on
the Cybersecurity Framework

Ms. Amy MAHN,
International Policy Specialist,
National Institute of Standards and Technology, Applied Cybersecurity Division

n these uncertain times, our most important focus is on health and safety. Like so many of
I you, most of us at NIST are working remotely. But we are still working hard to support our
cybersecurity mission. While NIST had to cancel the Advancing Cybersecurity Risk Manage

RJSY (TSKIJWJSHJ XHMJIZQJI KTW 2F~* \J QTTP KTW\FWI YT
efforts through virtual meetings and discussions with you. We continue our international
work and welcome your feedback on how we can strengthen our engagement in different
and creative ways. After all, our international connections are more important than ever.

OMNX \FX TSJ TK YMJ [JWN HQJFW RJXXFLJX 3.89 WJHJNI[JI
MTQIJWX NS YT INXHZXX F UTYJSYNFQ ("GIWXJHZWNY”"™ +\
that it be aligned with other cybersecurity approaches used in all the places U.S. organi-
zations operate. We are fortunate to be able to continue engaging with stakeholders to
improve international awareness of and engagement with the Framework, which will also
help us improve the Framework.

Since our last update for Cybersecurity Awareness Month, | had the opportunity to
work with some of our international peers during a six-week work detail in Vienna, Austria,
as part of the Department of State’'s Embassy Science Fellows program. While at the U.S.
Tri-Mission Vienna Embassy, | focused on cybersecurity policy and collaboration as part
TK YMJ : 8 &ZXYWNF 8YWFYJLNH )NFQTLZJ \MNHM \FX QFZS
aligned well with my role in engaging internationally to support the Cybersecurity Frame
work and NIST’s broader cybersecurity risk management approaches.

During my time in Vienna, | met with key players in Austria’s cybersecurity landscape,
including representatives from various ministries, industry groups, research institutions
and universities. | learned through these conversations about cybersecurity and critical
infrastructure protection efforts in Austria and shared information about NIST resources,
including the Cybersecurity Framework.
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I’'m grateful to the Political Economic section of the U.S. Tri-Mission Embassy in Vienna
and all those | spent time with for the amazing opportunity to work on this project and to
QF" YMJ LWTZSINTWP KTW HTSYNSZJI HTQQFGTWFYNTS . FQ
of Science and Technology Austria at the Austrian embassy in Washington, D.C., for help-
ing me to prepare for my detail and for the continued engagement upon my return. | look
forward to working with all of these colleagues on future opportunities for cybersecurity
collaboration, work that has no doubt been enhanced by my time spent in Austria. I'm also
excited to use this experience to advance NIST’s international work on the Cybersecurity
Framework and other programs. Much of what | discussed with colleagues in Vienna will
be valuable in better understanding how others around the globe view the Framework and
other NIST cybersecurity efforts. These and other international engagements help to sup
port our efforts to improve alignment.

| am pleased to report that NIST has seen an increase in the number of translations of
the Framework, including a soon-to-be available Bulgarian translation. All translations and
adaptations are available on our recently reorganized Framework International Resources
site. We continue to add other resources related to the Framework to the site, including a
\MNYJ UFUJW KWTR YMJ (TFQNYNTS YT 7JIZHJ ("GJW INXP (
rity risk management through interoperable frameworks.

56



Ms. Benik LIMAJ,
Team Leader, the European Union Projec
f("GIWXJIHZW
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Cybersecurity:
Managing the Risk
and the Opportunity

Mr. Mihai (lon) DANTIS,
Expert, the European Union Project “Improving Cyber Resilience
NS YMJ *FXYJWS 5FWYSJWXMN

In the words of Benjamin Franklin: “An ounce of prevention is worth a pound of cure.”

("GIWXIJHZWNY" " 9OMJ .RUTWYFSHJ
Cybersecurity is today a lever for competitive advantage in a world accelerating for-
ward with intense digitalization. Along with being a shield that protects organizational
innovation and intellectual property, it is foundational to digital trust, market making, and
inclusivity. The state of cybersecurity is now a concern that transcends the interests of the
any organization and holds the attention of executive management and the board.
Data triumphs everything'. The one who controls data; controls people, controls govern-
ments, controls the future. The most vulnerable link in today’s times is “Breach of Data” and
the biggest investment in the entrepreneurial mind is ‘How to secure Data Breaches?’, be-
HFZXJ TSHJ IFYF NX HTRUWTRNXJI HTS*IJSYNFQNY” NSYJLW
COVID-19 changed how we work, shop, and interact. Lockdowns accelerated the rise
of remote work, and ‘DATA’ became the center piece of the ‘New Normal’ which became
YMJ GZ_ _\TWI TK YMJ "JFW .S HWJIJSYNFQ XYZK*SL FYY
phistication due to the COVID19 situation, which increased the use of collaboration tools,
such as WebEx and Zoom.
Globalization that had transformed the economic markets into a strongly interconnect
ed system at the international level, came to a standstill. Critical links in the global supply
chain were broken, supply chain disruption rippled across every industry. Consumer fear,
bottlenecks, and shipping delays created surges in demand and shortages in supply. All
these risks for companies aggravated during COVID19.
Cybersecurity ecosystems have seen the toughest ask from entrepreneurs, govern-
ments and most importantly citizens. Cybersecurity has scrambled to manage the ‘New
STWRFQc 9MJ TUUTWYZSNYNJIX KTW UWT*YNSL KWTR-JXUNT!
inal activities increased while the world directed their attention to the clear and present
danger of COVID19 have been immense.
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As more and more organizations adopt cloud, automation, and digital transformation
and prepare themselves better for future disruptions, the need for a secure cyber founda-
tion has never been stronger.

Cybersecurity: The Threat and The Risk
Every year, new strains of malware emerge that attempt to exploit weaknesses in En-
terprise IT defense mechanisms. While threat-hunting teams pool their energies toward
identifying new persistent threats that are sometimes undetected by traditional toolsets,
most Security Operations Center (SOC) teams need to also deal with the volume of regular
threats that slip through the weak links in a layered defense. These cyberweapons cannot
be ignored and consume SOC resources already crunched for time.
A4GYFNSNSL HTS*IJSYNFQ NSKTWRFYNTS \NYMTZY YMJ NSK
ous business implications because the stolen data generally includes intellectual property,
UIWXTSFQQ”M NIJSYN*FGQJ NSKTWRFYNTS 5.. TW *SFSHNFC
Cyber threats continue to evolve, dovetailing with the emergence of new technologies
and attack surfaces. The cybersecurity industry has, mostly, responded with technology
controls that can help prevent or detect such risks as they materialize. However, what
continues to be the elephant in the room is the human dimension of the cyber problem. Or-
LFSN_FYNTSX HTSYNSZJ YT LWFUUQJ \NYM MT\ YT UWTYJHY
1. Ransomware continues to be an integral part of an attacker’s strategy. It managed to
shake up a few things. Trojans continue to be the most favored agent to launch mal-
ware attacks. Organizations need to minimize the availability of system/asset land-
scape data in the public domain and increase efforts to improve cyber hygiene. Worms,
a tried and tested technique for attackers, are always an attractive malware type.
(WAUYTRNSJW FYYFHPX MF[J HTSYNSZJI YT ITRNSFYJ FSI
YT YMNX HFYJLTWA 9MNX YJHMSNVZJ MFX QZWJI FYYFHPJ
attackers can easily embed cryptomining capabilities into the compromised machines
handled by them, making these attacks a preferred choice.
The hard truth is that this new reality has only exacerbated the status quo for cyber-
security professionals. Security leaders were already struggling to address the challenges
TK YTIFAcX +ZNI SIJY\TWP GTZSIFWNJX 9MNX NX ST\ JJUTSJS
workers connect remotely to corporate networks while working with critical data that has
moved seemingly overnight to newly deployed software-as-a-service.

Cybersecurity Regulations:

Laws and regulations play a pivotal role in the cybersecurity environment, helping
shape rights, obligations, and behaviors. Thus, regulatory changes can have a macro-lev-
el impact across jurisdictions. Legal directives across the cybersecurity landscape are
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HMFSLNSL FWTZSI YMJ LQTGJ 2TWJ HTZSYWNJX FWJ FITUYN
for non-compliance to data protection laws. Countries across the globe are responding
to citizen concerns, consumer demands, globalized trade imperatives, and geopolitics to
strengthen their privacy and data security legal regimes every year.

Mitigating cyber risks involves establishing organizational policies ranging from em-
ployee behavior to technical security controls. At a minimum, the organization must
achieve compliance with applicable regulations as GDPR, and industry standards, such as
PCI DSS. So beyond ensuring compliance, leaders must consider and manage risks that
apply to them based on the nature of the business, the scope of operations and so forth.
This also means adequately funding cybersecurity resources consistent with a plan that
implements critical security controls (like the CIS Controls).

It is important to ensure that the means of complying with legal obligations align with
business objectives and areas of real risk; cyber security management should not be a
box-ticking compliance exercise. In practice, this means that the legal obligations permit
F IJLWJJ TK +JINGNQNY”N YT HFWWA TZY F WNXP FXXJXXRJS
mitigate against areas of real risk. If a cyber security breach occurs despite having taken
all these measures, then there will be no legal breach.

Cybersecurity: Governance & Resilience

Enterprise security governance goals must be aligned to corporate governance objec-
tives to manage risks through the effective rollout of control measures. For organizations
to achieve continuous cyber resilience, they need to assess maturity at the point of depar
ture and draw short-term and long-term strategies to predict attacks, protect from attacks,
detect intrusions, and activate timely response and recovery mechanisms. In addition, the
role of government agencies in aiding the private sector against state-sponsored attacks
will be increasingly under scrutiny.

In the COVID-19 scenario, the cyber resilience framework had undergone stress tests
FX YMWJFYX J[JSYX FSI NSHNIJSYX \NQQ SJJI YT GJ NIJSYN*
framework that provides mechanisms for communication of roles and responsibilities, feed-
back, and critical imperatives between various layers of the enterprise hierarchy is urgently
needed. Cyber-resilience is required to prove itself across dimensions of assessment of ¢y
ber risks and threats; prevention of cyberattacks and response mechanism to cyberattacks.

Post COVID19:

Ready or not, enterprises today have to manage a new normal that includes a distribut
JIN\TWPKTWHJ FSI SJ\ INLNYFQ XYWFYJLNJX & RFOTW YWJSI
preparing companies to secure their employees and brand in the new normal.
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The world post-COVID-19 will look much different than it did just a few months ago.
OIMIWJI \NQQ GJ JRUQTMNJIIX YMFY SJ[JW WIJYZWS YT YMJ YWF|
had their eyes opened to the fact that they can operate securely without being in a building.
There will also be businesses that do return to working side-by-side with their col-
leagues but with the understanding that disruption could happen again and that they must
GJ JVZNUUJI YT VZNHPQ”™ FSI JK*HNJSYQ” X\NYHM GFHP YT \
Cloud adoption, digital transformation initiatives, and hyper-automation are expected
to accelerate in the post-COVID-19 world. Cloud-enabled scalability and automation can
address the need for future business resilience during similar disruptive situations. How
ever, rapid migrations of enterprise services to the cloud need a secure foundation.
Zero trust architecture will play a critical role in managing threats as organizations
shift their traditional approaches to keeping data, people, and systems secure. In zero
trust-centric approaches, the trust zone is compressed to narrow segments where contin
uous decision-making occurs. This approach works under the assumption that the threat
actor is already present in the environment.

Cybersecurity: The Future

Strong collaboration between the public and private sectors is a necessary enabler
for identifying new threats in cyberspace and evolving strategies to counter them. Collab-
oration becomes even more pertinent when it comes to protecting ‘Cyber Critical Infra-
structure’. Shared responsibility is the foundational principle in cybersecurity. Information
sharing between organizations in the private sector directly or through government inter
mediaries is critical to stay abreast of threat actor actions.

9MJ KZYZWJ TK HAGIWXIHZWNY”A NX NSINHFYJI G~ YMJ M
‘data security’ and ‘device security’ areas followed by ‘network security’. With the rise and
LWT\YM TK JRIWLNSL YIHMSTQTLNJX XZHM FX &WYN*HNFQ .S
ML), the use of these technologies will rise in both cybersecurity practice areas and their
widespread adoption.

OMJ JRIWLJISHJ TK )JHISYWFQN_JI HTSXJSXZX GFXJI NIJS
NS 8JW[IWQJIXX XJHZWNY”A HTRUZYJW [NXNTS FSI 21 GFXJI |
Things (10T) device security solutions using quantum driven key management are some
of the promising areas in Cybersecurity.

Thus, as more and more cyber threats emanate from nation-state actors, the home
government’s role and military doctrine around cyberattack response would play a critical
role in protection of ‘Cyber Critical Infrastructure’ and the engaged collaboration and coop-
eration between all actors of cybersecurity would remain a key to protecting our citizens
and our nations.
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Don't just automate,
address the root cause

Mr. Adli WAHID,
Expert, the European Union Project “Improving Cyber Resilience
NS YMJ *FXYJWS 5FWYSJWXMN

utomation is becoming an increasingly important tool within cybersecurity. However,

like all ‘new’ tools, it’'s important not to get wrapped up in the hype surrounding them.
Before considering what automation techniques, you want to employ, | recommend you
consider these three fundamental steps.

Think left of the hack
OMJ *WXY XYJU TK XIJHZWNSL ~"TZW SJY\TWP NX GJIJNSL F\F
of awareness leads to a ‘not-my-problem’ or ‘let’s wait until something happens’ attitude.
Awareness, on the other hand, leads to proper assessment, preparation and action. While
there’s no doubt that the community cares and is generally aware of security, more often
YMFS STY YMJ KTHZX NX TS f\AMFY FKKJHYX RJg QNPJ YMFY
promise leading to customers’ data being exposed. Trying to understand what solutions
FWJ FIFNQFGQJ \MJS KFHJI \NYM FS NSHNIJSY NX *SJ GZY T
Normally, folk don't think about the ‘left of the hack’, that is to say, what happens be-
fore the attack. Nor do they give much thought about how criminal enterprises plan, oper-
ate and monetize their business by using legitimate and illegal services that are acquired
through hacking and system compromise.
Understanding how criminals can leverage your infrastructure to achieve their goals
helps with focusing your monitoring and developing strategies and policies to react to and
mitigate such attacks. More important, however, is continuous monitoring to prevent at-
YFHPX . HFS FQWJFI® MJFW XTRJTSJ XFANSL bFZYTRFYNTS c
you should get your team to be aware of the nature of the problem and discuss possible
solutions.
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2TSNYTW YMJ MIJFQYM FSI WJUZYFYNTS TK "TZW SJY\TWP

You all most likely have a great understanding of what is happening on the inside of
your network but many of you may not know what your network looks like from the out
side. What | mean by this is how others in the Internet perceive your network, in particular,

NK NY MFX F GFI WJUZYFYNTS GJHFZXJ TK XTRJ WTLZJ UTWY
APNIC launched two new tools, DASH and NetOX.

Using DASH, APNIC Members can get insights from the APNIC Community Honeynet
5WTOJHY &(-5 9MNX NX F UQFYKTWR &53.( JIXYFGQNXMJI N
FSI SIY\TWP XJHZWNY”" UJWXTSSJQ YMWTZLMTZY YMJ &XNF !
ual honeypots in their networks. Members can see if any of their IP addresses are hitting
any of the ACHP honeypots — by right, the devices in your or your customers’ network
have no business in our honeypots. Normally in describing what is happening to those
asking for further insights, we mention that this particular IP address is not just hitting our
MTSJMUTYX NY RFA MF[J F WJUZYFYNTS FQWJFIN &XNIJ KWT
er Foundation also provides feeds related to different types of threats seen coming from
your Autonomous System Number (ASN). It is also important to understand that in most
cases what you are getting is a symptom of something. So yes, there is a high possibility
that the device has been infected but further work is required to understand the when,
how, what and who.

Policies maketh the machine

Apart from the technical considerations, other aspects are equally important such as
best practice policies and processes. Management may need to get involved at this point
and understand the context and why additional resources, such as that nifty new auto-
mation tool, are needed to support the work. It's equally important to continually update
these too — this will allow you to react to new instances quicker, which means less down-
time and/or time losing face within the community. To give a real example of the latter, |
HTSYFHYJI FS .85 FGTZY FS NSKJHYJI XRFQQ TK*HJ MTRJ TK"
daily since February this year. The response | got was that they have informed the custom-
er and that was that. My assumption is they just simply have not worked out what to do
to help the customer secure the device beyond rebooting and, more importantly, prevent
malicious activities — in this case, multiple telnet and SSH brute force attempts from the
customer’s device. In the context of automation, it's important to understand how auto-
mation can/will affect your policies and procedures. To make the right decision based on
your policy, you will need to curate these automation tools to increase their effectiveness.

64



65



Three generations
of cyber resilience

Mr. lulian CHIFU,
BWJIXNIJSY (JSYJW KTW (TS+NHY 5WJ[JSYN
Bucharest, Romania

yber resilience is the concept that become the reference for managing the communi
ation and facing the side effects related to security threats in the digital word. Even
in that area, of a concept so recently developed, we have already three generations related
to the type of approach to resilience.

Prevention and stability. Resilience 1.0.

OMJ *WXY LISIWFYNTS TK HAGJW WIXNQNJISHJ NX QNSPJI
XAXYJIJR FSI UWJ[JSYNTS TK YMJ HA*GJW FYYFHPX FY F fSTWR
measures for a decent hygiene of the working place: a licensed soft, an antivirus, updates
of the programs at due moments, protection of the PC/Laptop/terminal with personal and
secure password/passwords that are changed often, maybe once every two weeks, but
especially when we have travels or meetings in places that could have presented risks.
Prevention could mean, for the institution, following the bulletins of the CERTs and license
providers with the last most intrusive threats.

Proactive action and early warning. Resilience 2.0.
Once this level is achieved, or for the most exposed users, involved in the access to
more sensitive resources, the rules should be improved dramatically. Besides the separa-
tion of the circuits between those connected online and those in a protected intranet, an
NSXYNYZYNTSFQ HJSYJW KTW IJFONSL \NYM HAGJW [JKJSXJ
enough resources to face the more elaborated threats. Those institutional instruments
should involve a pro-active action, looking for the threats and going after them, when it's
up to defense against current threats, and building early warning systems to help alert
than prevent breaches of security and the most invasive and destructive attacks.
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7IXNQNJIJSHJ NS HTSYJRUTWFWA XTHNJYNJX 9MJ YMWJJ QJ]
A true resilience cannot be built without the three layers of the cooperation, based on
trust and mutual support: the state and its institutions, the society — involving business
and private actors, NGOs and civil society, and the citizen. In all the threats of hybrid na-
ture, terrorism and cyber attack, the resilience cannot be achieving except if this three
track cooperation exists, is in place, functional, and the citizens are trusting and address-
NSL YMJ TK*HNFQ FZYMTWNYNJX FSI NSXYNYZYNTSX KTW M.
society assists in the education of the people regarding the levels and types of threats and
UTXXNGNQNY” YT UWTYJHY NSHQZINSL YMJ WTQJX TK JFHM
abuse of authority could harm the mutual trust and undermine the cyber resilience that
we would like to achieve.

7TIJXNQNJISHJ JASFRNH FIFUYFGNQNY” FSI YMJ WJXNQNJ

The third level of cyber resilience is about dynamic adaptability and the capacity to
reform during an attack or during a crisis. It is an approach far more elaborated which
means that the whole internal system of an actor prepared in advance to deal with the
new generation of threats should adapt in real time and have proper means to face the
evolution of those threats, in order to protect data and privacy, procedures and means.

This would imply, for instance, building characteristic markers for each access in the
network, creating the actor’s own viruses, going after those who do not have markers or
have duplicates or fake markers, making tails and signals for each such breach and going
after the perpetrator, with an action of exposing the identity, breaching its relative anonym
ity, even sending him a virus to destroy his own system, computers or data bases once
it breaches without proper title into a forbidden or private actor system. All these comes
from a dynamic adaptability.

This would be an offensive action, usually coupled with a capacity to quickly evade
from a giving physical system and move into a different one or being able to work alter-
natively in cloud or in a protected intranet secure reserve system. This could lead to an
operation of reforming during crisis, meaning avoiding the physical premises or a given
system and recuperate all data and continue working with the preservation of the main
attributes of the organization/actor.

Reforming during crisis. Lessons learnt from the Covid-19

COVID-19 pandemics has been a real challenge and test for resilience, that once prov-
ing the need for solidarity and cooperation at a national and international level. The limits
of any system of resilience have been forced and different organizations and actors, both
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state institutions and private companies, have been forced to develop, practically over-
night, skills and capacities in order to adapt to the shift from physical work to work from
home and extreme use of digital capacities at hand.

This dynamic adaptation proved the need to move to a third generation of resilience
meaning the one with dynamic adaptability, and capacity to reform during the crisis. Les-
XTSX QJFWSY KWTR YMNX JJUJWNJSHJ FWJ TK *WXY NRUTWY
HTQQFGTWFYJ JXUJHNFQQ” NS YMJ *JQI TK PST\QJILJ J]JHME
resilience of our own institution and country, of our partners and allies.

ZQNFS (MNKZ NX YMJ 5WJXNIJSY TK YMJ (TS+NHY 5WJ[JS?

a professor at the National Defense University, Bucharest, associate professor the Nation-
FQ :SN[JWXNY~"N KTW 5TQNYNHFQ FSI &IRNSNXYWFYN[J 8YZIN
was Advisor of the Romanian President for Strategic Affairs, Security and Foreign Policy.
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About the Israel National
Cyber Directorate

Mr. Lavy SHTOKHAMER,
Executive Director at the INCD,
Head of Israel National CERT

he Israel National Cyber Directorate is the national security and technological agency

responsible for defending Israel’s national cyberspace and for establishing and ad
vancing Israel’s cyber power. The Directorate operates at the national level to constantly
strengthen the level of defense of organizations and citizens, to prevent and handle cyber-
attacks and to strengthen emergency response capabilities. As part of its roles, the Direc-
torate advances innovative cyber solutions and forward-looking technological solutions,
formulates strategies and policies in the national and international arenas and develops
its cyber manpower. The Directorate strives to maintain a protected, safe and open cyber-
space for all of Israel’s citizens and to facilitate the State of Israel’s growth and power base.

Vision

A secure, safe and free cyber space in Israel that underpins economic growth and en-
hances Israel’s overall strategic posture.

5ZWUTXJ

The INCD is the state body in charge of defending Israel’s national cyber space
from cyber threats and is in charge of promoting and establishing Israel’s capabilities in
YMJ *JQI

Tasks of the Israel National Cyber Directorate
Defense
To lead efforts to defend the national cyberspace by preventing, detecting, identifying

and responding to cyber attacks on the national level.

Resilience
To prepare and enable the Israeli private sector and general public to protect them-
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selves from cyber threats by adopting cyber secure technologies, publishing best practic-
es, training personnel and increasing awareness.

.SST[FYNTS 1JFIJWXMNU

To establish and reinforce the cyber science-and-technology base by developing high
quality human capital, supporting advanced academic research, engaging in deep tech-
nological R&D and fostering the cyber industry; while combining the above sectors in a
vibrant ecosystem.

International Posture

To promote the State of Israel as a world leader in cyber, thus strengthening its de
fense, its economic resilience and its international standing, through international collab-
oration, capacity building and engaging multilateral processes

Strategy and Policy

To design and formulate national cyber strategy and policy in Israel, as well as interna
YNTSFQQ® HWJIFYNSL F KTHFQ UTNSY TK PST\QJILJ FSI UWT|
policy, and to serve as advisor to the Prime Minister and the Government of Israel.

OIMJ . XWFJQN ("GJW *RIWLISH” 7JXUTSXJ 9JFR (*79

The National CERT handles cyber incidents in the civilian cyber sphere of the State of
Israel. Located in Be’er Sheva’s high-tech park, the CERT receives and handles hundreds
of reports and information about cyber-attack attempts or threats, from local and inter-
national partners, on a daily basis. The CERT is part of the operational unit of the Israeli
National Cyber Directorate (INCD) - a state-run, defense-technological entity devoted to
protect the Israeli cyberspace. The existing model in Israel is considered unique in the
\TWQI GIJHFZXJ NY NSHTWUTWFYJX *[J XJHYTWNFQ XZG HJSY
the economy, which all operate under the same roof and work in synergy. The Israeli CERT
maintains working relationships with most of the world’s leading cyber organizations and
industries, sharing information as well as providing assistance and advice to state part-
ners and trusted partners.

Among the roles of the CERT: Responding to cyber incidents, promoting preventive
activities, creating tailor made partnerships and coordination between industries, govern-
ment and international partners when dealing with and responding to cyber incidents,
enhancing information sharing, and preparing and issuing alerts to the public. The CERT
is the heart of the ecosystem built in Be'er Sheba among high-tech companies, academia,
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government and the cyber industry. Alongside these, the Israel National Cyber Directorate
FOQXT JXYFGQNXMIJI YMWJJ NSST[FYNTS FWJSFX NS 'JcJW 81
innovative ways of coping with new cyber threats in the areas of Transport, Fintech and
*SIWLAN 4[IW TK*HNFQ [NXNYTWX KWTR . XWFJQ FSI \TWC
past year, bringing international exposure to companies that are located in the city.

OMJ (*79 MFX *[J XZG HIJSYJWX IJINHFYJI YT INKKJWJSY NS
that operate around the clock. The information they supply allows us to put together a
broad picture of the cyber threats and attacks in Israel and provide a unique answer for
each industry.

The main center is the National Incident Management Center. The center, which oper-
FYJX WILZQFWQ" WIHIN[JX WIJUTWYX TS HA"GJW FYYFHP
YNIX FSI XJHZWNY”? GWJIJFHMJX NIJSYN*JI NS YMJ . XWFJQN JI
by analysts who graduated from technological units and universities, maintains contir
uous contact with the public, organizations and companies in the economy in order to
share and receive information on cyber-attacks and threats. The center provides incident
handling capabilities to the Israeli economy and recommendations in case of a cyber in-
HNIJSYX 9MJ HIJSYJW HFS GJ HTSYFHYJI G" INFQNSL YM.
YMJI \TWQIcX *WXY NSNYNFYN[J TK NYX PNSI YMFY FQQT\X F
receive initial assistance.

The four other sub-centers are sectorial centers set up by the Israeli National Cyber Di-
rectorate in cooperation with the relevant government ministries, which provide solutions
YT XJHYTW XUJHN*H H"GIJW YMWJIFYX 9MJ +NSFSHNFQ XJHY
8JHZWNYA” XJHYTW FSI YMJ *SJWLA XJHYTW 8JHYTWNFQ HJS
Transportation and Environment are also planned to be established within the next two
ANIJFWX 9MJ HISYIWX WIHIN[J NSKTWRFYNTS KWTR JSYNYNJ
relevant information with them, handle cyber incidents, assist back to functional continu
ity and investigate incidents.
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